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TEPMHWHBI U OITPEJIEJEHUA

AyteHTudukanus — JleiicTBUsI TIO TPOBEpKE MOUTMHHOCTH CYyOBEKTa JOCTyma
B MH(OPMaAIIMOHHOI cucTeMe

besomacHocTh — CocTrosHue 3alMIIEHHOCTH HH(pOpMalMK, MPU KOTOPOM

uH(pOopMaLUU obecriedeHbl  ee  KOH(UACHIMAIBHOCTb,  JOCTYIHOCTH
Y LEJI0CTHOCTh

I'ocynapcreennas — HMudopmanuonHas  cucrema, co3jaBaeMas B LEJIX

nH(pOPMaLMOHHAs CUCTEMA peanu3allid  TOJIHOMOYMM  TIOCYAApCTBEHHBIX  OpPraHOB

u obecrieyeHuss oOMeHa HHPOpMaLMEed MEXAy 3TUMU
OpraHamy, a TaKkKe B MHBIX YCTaHOBJICHHBIX (eeparbHBIMU
3aKOHAMH LEJIAX

Hoctyn k nHDOpMaIim — BO03MOXHOCTH MoTy4eHHust HHGOPMALIUY U €€ UCTIOIb30BaHUS

JlocTymmHOCTB — Cocrosnue MHPOPMAINU, XapaKTEPU3YeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CPEACTB U HH(POPMALMOHHBIX TEXHOJIOTHM
obecrieunBaTh OECHPENSATCTBEHHBIH JOCTYN K HH(OpMaIuu
CyOBEKTOB, HMEIOIINX HA 3TO TOJHOMOYHS

3amura nHpOpMaIH — 3ammra uH(pOpMaLMK, HANpaBICHHAs Ha MPEJOTBpAllICHUE
OT HECAaHKLIMOHUPOBAHHOI'O NOJTYYEHUs 3aluiiaeMoil nH(opMaIK 3aMHTEPECOBAHHBIMU
JocTyna CyOBbEeKTaMH ¢ HapyIIEHUEM yCTaHOBJIEHHBIX HOPMATHUBHBIMHU

U IPaBOBBIMU JIOKYMEHTaMM (aKTaMH) MM 00JIaJaTeIsIMU
UHGOpPMAIIMU TIpaB WIM TPaBUJI pPa3TPaHUUYCHUS JIOCTYTIa
K 3amuinaeMon nadopmanuu

amumaemas uHGopmarus — MuHpopmanus, SABISIOMIAsACS OPEIMETOM COOCTBEHHOCTH
U TO/JIeXKalasl 3aliuTe B COOTBETCTBHHM C TpPeOOBAHUSIMHU
TIPaBOBBIX JIOKYMEHTOB 17001 TpeOOBaHUSIMH,
yCTaHaBJIMBAEMBIMU COOCTBEHHHMKOM MH(POPMAaLUU

Wnentudukanus — IlpucBoenue cyObekTam U o0beKTaM JocTyna
uAeHTHGHUKaTopa ¥ (WIM) CpaBHEHHE MPEIbSBISIEMOTO
UAEHTU(PHUKATOpA C MepeyHeM IPUCBOEHHBIX
UICHTU(PHUKATOPOB

Wudpopmannonnas cucrema — COBOKYIMHOCTH COAEpIKaIIelicss B 0a3ax JaHHBIX WHPOpPMAIUU
u o0ecrieynBalOIMX e€e¢ 00paboTKy  WH(OpPMAIMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

WNudopmannonnsie — OrtnenbHbIE TOKYMEHTHI U OTAEIbHBIE MACCUBBI JOKYMEHTOB,

pecypcsl JOKYMEHTBI W  MAacCHBBI JIOKYMEHTOB, COZAEpIKaIIrecs
B UH(POPMAIIMOHHBIX cucTeMax (OuOnmoTekax, apXuBax,
¢onmax, OaHKax [JaHHBIX, HMH()OPMAIMOHHBIX CHUCTEMax
JIPYTUX BUIOB)

HNudopmarnmonnsie — Ilpomecchl, MeToaBl MOMCKA, cOOpa, XpaHEHHUs, 0OpabOTKH,

TEXHOJIOTUH MPeI0CTaBICHUS, PACIIPOCTPAHCHUS HH(POPMAITH U CIIOCOOBI
OCYIIIECTBIICHUS TAKUX MTPOIECCOB M METOJIOB

Nudopmarus — CBeneHus (coobmeHwus, JTAHHBIC) HE3aBUCHUMO
oT (hOpMBI KX TIPEACTABIICHHUS

KonTtponupyemas 30Ha — IlpoctpanctBo (TeppuTopus, 3[aHHE, 4YacThb 3JlaHUs),

B KOTOPOM HMCKJIIOYEHO HEKOHTPOJIMPYEMOe MpeObIBaHNE JIUII,
HE MMEIOUIMX IOCTOSHHOI'O WM Pa3oBOro  JIOMYCKa,
¥ TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

KonpuaeHnmanbHOCTD — OOsBarensHOE Ui BBITOJHEHUS JIMIIOM, ITOJYYUBIIUM
JOCTYH K onpejieieHHOW wuHdopMmanuu, TpeOOBaHUE He
nepefaBaTh Takyl0 HMHGOpMAIMIO TPETbUM JHIIaM 0e3
corjiacud ee ooiagaTess



O0paboTka nepcoHaIbHbBIX
JAHHBIX

Omneparop

HepCOHaJ'ILHLIC JaHHBIC

Yrpo3za 6e3omacHOCTH
uH(pOpMaLUu

VY s13BUMOCTD

IlenocTHOCTH

JeiicTBus (onepamuu) ¢ IepCcOHAIBHBIMU JAaHHBIMH, BKITFOUAst
cOop, cUCTeMaTU3alllio, HaKOIUIEHHE, XpaHEHHE, YTOUHEHUE
(oOHOBIICHHE, HU3MEHEHUE), HCIIOJIBE30BaHUE,
pacrpocTpaHeHue (B TOM 4HUCIe nepenady), o0e3nTuuruBaHue,
OJIOKMpOBaHUE, YHUUTOKECHUE TIEPCOHANBHBIX TaHHBIX
FPOXAAHUH WM HOPUIUYECKOE JIUI0, OCYIIECTBIISIONINE
JeSATENbHOCTD 10 SKCIUTyaTallid HHPOPMAIIMOHHON CUCTEMBI,
B TOM yucjie 1o o0paboTke WH(OpMaIuu, coaepKaiencs
B ee 0azax JaHHBIX

JIro6as uHdopMays, oTHOCAIIAACA K MPSAMO WM KOCBEHHO
OIPEICIIEHHOMY WJIH ONpeensieMoMy (GU3NIECKOMY JIUILY
COBOKYITHOCTh ~ yCJIOBUH W (PaKTOpPOB,  CO3MAIOIIHMX
HNOTEHIIMATBHYIO WIN peanbHO CYILLECTBYIOIYIO
OMACHOCTh,  CBS3aHHYKD C  yTEYKOH  WH(pOpManuu
W/WIH HECAHKIIMOHUPOBAHHBIMU W/WJIM HEMpeIHAMEPEHHBIMU
BO3/ICHCTBHUSIMU Ha Hee

HenocraTok (cmabocTh) MIPOrPaMMHOTO
(MporpaMMHO-TEXHUYECKOT0) cpencTaa 1581071
UH(POPMAILIMOHHOW CHCTEMBI B II€JIOM, KOTOpBINA (KOTOpast)
MOXET OBITh HWCHONB30BaHA JUIS pEATH3alUH  yrpo3
6e3omacHocTy HH(OpMauu

YcroitunBocTh MHGOpMAMM K HECAHKIIMOHUPOBAHHOMY
WM CIIy4alHOMY BO3JCHCTBHIO Ha Hee B  IIpouecce
00pa0OTKM  TEXHHUYECKUMU  CpPEACTBaAMH,  PE3YyIbTaTOM
KOTOPOTO MOXET OBITh YHHUYTOXKEHHE U HCKaKEHUE
uH(popMaIu
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1. OBHIME ITOJIOKEHU S

1.1. Hacrosimas [lonuTuka sBIsSeTCs JOKYMEHTOM, ONPEAEISAIONINM HAIIPaBJICHUS IESTEIbHOCTH
B oOmactu oOecrnieueHuss HWHGOPMAIMOHHONW O€30MacCHOCTH M TPEACTaBIseT  Cco00it
CHCTEMAaTU3UPOBAHHOE M3JIOKCHHE IeJIeH U 3a7ad WH(POPMAIMOHHONH 0E30IMacHOCTH, KaK OJJHO
WA HECKOJIBKO IIPaBUJ, IPOLENYp, INPAKTUYECKUX IIPUEMOB U PYKOBOIAIIMX IPUHIUIIOB,
KOTOPBIMH PYKOBOACTBYeTcs: OOpa3oBaTellbHOE YUpPEXKICHHE, a TakKe OpPTaHU3aIMOHHBIX,
TEXHOJIOTMUECKUX U MPOIEAYPHBIX aclIeKTOB o0ecneueHus: HHPpOPMAIIMOHH O OE30MaCHOCTH.

1.2. Tlonoxenuss Hactosmed [lomWTHKM HE  pacmpoCTPaHSIOTCS Ha  0OECICYCHHE
HH(POPMAIMOHHOM 0€301TaCHOCTH CBEJICHU, COCTABJISAIONINX TOCYIapCTBEHHYIO TalHY.

1.3. OcHoBHO# 3amaueii B obmactu wuHPOpManmoHHOW Oe3omacHocTH (OOpa3oBaTelbHOE
yUpekJeHHe MIPU3HAET COBEPILICHCTBOBAHUE MEP U CPEICTB 0OecredeH sl 3aluThl HH(popMauu
UH(POPMAIIMOHHBIX PECYpCOB  00pa3oBaTEIbHOTO YUPEKJICHHS B KOHTEKCTE pa3BUTHUS
3akoHoJarenbcTBa Poccuiickoit denepanii M HOPM  PerylMpoBaHUS  HWH(OpMAIIMOHHON
NEeSITEIbHOCTH B TEKYIIUX YCIOBUSIX ()YHKIIMOHUPOBAHUS NH(GOPMAITIOHHOTO MOJSL.

1.4. IIpu pa3paborke [ToMUTUKH YIUTHIBATUCH OCHOBHBIC MPUHIIUITBI CO3/IAHUSI CHCTEM 3aIIUTHI
nHpOpPMAIINU, XapAaKTEPUCTUKH ¥ BO3MOXKHOCTH OpPTaHWU3AIMOHHO-TEXHUYECKUX Mep |
COBPEMEHHBIX MPOTrPaMMHBIX U alllapaTHO-IPOrPaMMHBIX CPEICTB 3aIIUTHI HH(POPMAIIHH.

1.5. B pamxkax cBoeil gestensHocT OOpa3oBarenbHOE yUpekIeHHe 0043yeTcs NpeJnIpUHUMAaTh
BCE BO3MOKHBIE MEPBI JUIS 3alIUTHl HHPOPMAIMU OT yrpo3 0€30MacHOCTH HH()OPMAIHH.

1.6. TpeGoBanusi WHGOPMAITMOHHON OE30MACHOCTH, COOTBETCTBYIOT TIICNISIM JIEATEIBHOCTH
OO0pa30BaTeNbHOTO YUYPEXKJICHUS W TpEeTHA3HAYCHBl Ui CHUXKCHUS PHUCKOB, CBS3aHHBIX C
peanuzanuei yrpo3 0€30macHOCTH HHGOPMAIIHH.

1.7. Tlomutuka pocTynmHa BceM paborHukam (OOpa3oBaTENbHOrO YUPEXKIEHUS U BCEM
II0JIb30BATENSIM €I'0 PECYPCOB.

2. HEJIL " 3ATAYHN
OBECHEYEHUSA NH®OPMAIIMOHHON BE3OITACHOCTH

2.1. CyObexThI HH(OPMAIMOHHBIN OTHOIICHMIT

2.1.1. CyObekramu mpu obecrieueHun uHMOpMarmoHHod Oe3omacHocT B OOpa3oBaTeIbHOM
YUPEIKICHUH SIBISIFOTCS:
* paOOTHHUKHU CTPYKTYPHBIX MOAPA3/ICIICHUN (B TOM YHCIIC YBOJICHHEIE);
* rpakaane, paboTarolire o JOroBopam rpakJaHCKO-IIPaBOBOT0 XapaKTepa;
* pusnyecKue IuIa, MPeJCTaBUTENIM KOHTPAreHTOB B paMKaX MCIOIHEHUS JOTOBOPHBIX
00513aTEIILCTB;
* pusnyUeckue 1A, MoIaBIIre oopaiieHre B agpec OOpa3oBaTENbHOTO YUPEIKICHNUS,
* IOpUAMYECKHE IIMIA, B pPaMKaX HCIOIHEHHUS JOTOBOPHBIX 00S3aTENbCTB WIH BO
WCIIOJIHEHUH TPEeOOBaHMI CO CTOPOHBI 3aKoHOAaTeNbcTBa Poccuiickoit denepanuu;
* OpraHbl TOCYIaPCTBEHHOMN BJIACTH.

2.2. O0bexThl HHGOPMAIMOHHBIX OTHOIIEHUH

2.2.1. O6bexkramu HH(GOPMAIIMOHHBIX OTHOLICHHUN SBIISIOTCS:
= uHQOpMaLHOHHBIE pecypchbl OOpa30BaTENbHOTO YUPEKIACHMUS,
* TOCYJapCTBEHHble HH(POPMALMOHHBIE cHCTeMbl OnepaTopoM KOTOPBIX SIBISETCA
6



OO6pazoBaTenbHOE YUpexKICHUE,;

* Iporecchbl 00paboTky MHPOpMalK B UHPOPMALMOHHBIX crucTeMax OOpa3oBaTebHOro
yUpexaeHusi, WH(POPMAIMOHHBIE TEXHOJNOTMH, PpEerjaMeHThl M TpoLeaypbl cOopa,
00paboTKH, XpaHEHHsI U TIepeayl UH(opMaIHH;

* uHopMaIMOHHas HH(PACTPYKTypa, BKIIOYAIOLIAs CHUCTEMbl OOpaOOTKH, XpaHEHHS
U aHaju3a MHQOpMaIUM, NPorpaMMHbIE U NPOrpaMMHO-aNIapaTHble CPEeACTBA, B TOM
YrcJie KaHaJbI CBSI3U M TEJICKOMMYHUKAIUH;

* CHCTEMBl W CpPEICTBa 3amUThl WHPOpPMANHH, OOBEKTHl W TOMEIICHHUS, B KOTOPBIX
pa3MeIleHbl cpesicTBa 00pabOoTKU HH(POPMAIIUH.

2.3. leau obecnieyeHusi ”HGPOPMANMOHHOI 0€30MACHOCTH

2.3.1. OcHoBHOII TeNbI0 ObOecrieueHusi WHMOOpPMAIMOHHON Oe3zomacHocTH (Opa3oBaTEIBHOTO
YUPEKICHUS  SBJISIOTCS  JCHCTBUS HAMpaBJICHbI HAa JIOCTHOKEHUE 3alUThl  CYOBEKTOB
UH(POPMAIIMOHHBIX OTHOIICHHH OT BO3MOXHOTO HAHECEHUS UM MaTepPHAIbHOr0, (U3NYECKOro,
MOpPaJIBHOTO WJIM HHOTO yIiepOa, TOCPEACTBOM CIYy4ailHOTO WJIH PEHAMEPEHHOI0 BO3ICHCTBHS
Ha MHPOpMAIIHIO, B TOM YHCIIE:
. obecrieueHuUs OTKa30yCTOWYHBOTO (G YHKIIHOHUP OBAHHS MIPOrPaMMHBIX
W anmapaTtHO-TIPOrpaMMHBIX  cpeactB  OOpa3oBaTelnbHOrO  YYpPSKACHUS U
MPE0CTaBIISIEMbIX CEPBHCOB;
* COOJIIOZICHUSI TIPABOBOI'O PEKUMa HCIIONB30BAHMSI MACCHBOB M CPEICTB 00pabOTKH
uH(popMaLnu;
* IPEJIOTBPALICHUS PeaM3alluy yrpo3 0e30MacHOCTH MH(OOPMAIMK TIPU OCYILECTBICHUH
nestenbHocTH OOpa3oBaTENBHOTO YUPESKIACHHUS.

2.4. 3anauu obecnieyeHusi ”HGPOPMALMOHHOI 6€30MACHOCTH

24.1. JloctmwxkeHue 1eneir obecnedeHus WHGOPMAIMOHHON O€30MacHOCTH M CBOMCTB

nH@opmarmu OOpa3z0BaTEIHLHOTO YUPEIKICHUS PEIIASTCs CIICTYIOMUMHU 33 Ja9aMHu:
* 3aLUTHI OT HECAaHKIIMOHUPOBAHHOTO JJOCTYIAa K MH()OPMAIIMOHHBIM pecypcaM;
* pasrpaHHueHHs] JIOCTyNa TOJdb30BaTesied K WH(GOPMALMOHHBIM, AamllapaTHbIM,
MIPOrPaMMHBIM U HHBIM pecypcam;
* PErucTpaluu U NEPUOJUUECKOro KOHTPOJIA JeHCcTBUM monb3oBareneil npu oOpaboTke
3anuIaeMoin nuHdopMay U NepUOJUUECKII KOHTPOJIb KOPPEKTHOCTH MX JACHCTBHIH;
* KOHTPOJISI LIEJIOCTHOCTH CPE/Ibl UCTIOTHEHUS TIPOrPaMM U €€ BOCCTAHOBJICHUE B CITydae
HapyLeHMs;
= obOecrieueHUs] AyTEHTU(UKAMK U UACHTU(GHUKALMHM T0Jb30BaTelIeH, Y4acTBYIOLIMX
B WH(POPMALIMOHHOM OOMEH€;
= oOecneuyeHHs] MCIPABHOCTH IPHUMEHSAEMBIX B HMH(OPMALMOHHBIX  CHUCTEMax
00pazoBaTEIbHOIO YUPEXKICHHS CPEICTB 3aILUThHl HHPOPMALIUY;
* CBOCBPEMEHHOI'0 BBISBJICHHE MCTOYHHUKOB yrpo3 0e30MacHOCTH WH(GOpMAIMH, TPUIHH
W YCIIOBHH, CIOCOOCTBYIOIIMX HAaHECEHHIO yIiepOa 3anHTEPECOBAHHBIM CYOBEKTaM
MH(POPMAILIMOHHBIX OTHOIIEHUH;
* CO3/IaHMeM CIY)XKObl MOHUTOPMHTAa W pearupoBaHUS Ha Yrpo3bl OE30MacHOCTH
MH(pOPMALIUU 1 HETaTUBHBIE IIOCIIEACTBHUS;
* CO3/JaHMEM YCJIOBUH JUIi MHHMMHU3ALUMU HAHOCUMOIO YyiepOa HempaBOMEpHBIMU
JEWCTBUSIMH, U YCTPAHEHHUE TTOCIICICTBUN HapylIeHUs HH(POPMALMOHHON 0€30MMacHOCTH.

2.4.2. PerieHue BBINICTIEPEYHCICHHBIX 33124 B OOpa30BaTeIbHOM YUPEKICHUH OCYIECTBIISCTCSI
MIOCPEJICTBOM:
* ygeTa BCeX MOISKANUX 3aIUTe HHPOPMAITHOHHBIX PECYPCOB;
* OKYpHAJIUPOBAHHS JIEHCTBUH TEPCOHANA, OCYIICCTBIISIFOIIETO OOCITY)KUBAaHHE U
MOAU(UKAINIO MPOrpaMMHBIX U MPOrPAMMHO-AMNIAPATHBIX CPEICTB WH(MOPMAIIMOHHBIX
CHUCTEM;
* perjaMeHTaluu TPoIeccoB 00paboTku uWHGOpMAIuK, ACUCTBUH PaOOTHUKOB,
7



OCYIIECTBISIONIMX JKCIUTYaTallMIO MPOrPAMMHBIX M IPOrpPaMMHO-aINapaTHBIX CPEJICTB,
Ha OCHOBE YTBEPIKJCHHBIX OPraHN3alMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB T10 3aIIUTE
uHpopmaruu;

* Ha3HA4YCHUS U TIOATOTOBKOW pPAaOOTHHKOB, OTBETCTBEHHBIX 3a OPraHU3aAIMIO U
OCYIIIECTBJICHUE MEPOIPHUATUIN TI0 00eCTIeUYeHUI0 HH(POPMAITMOHHOM O€30MaCHOCTH;

* HaJEJICHUA KaXJOro pabOoTHHMKAa MUHHMAIBHO HEOOXOAMMBIMH IIpaBaMH Hpu padore
B MH(OPMALMOHHOM HHPPACTPYKTYPE COINIACHO UX JOIKHOCTHBIM 00s13aHHOCTSIM;

= CcOOmOJeHUs] BCeMHM paOOTHUKAMH, SKCIUIYaTHPYIOIIMMU U  OOCITYKMBAIOIIMMHU
IporpaMMHBIE M HPOrpaMMHO-ANIapaTHBIE CPEACTBA, TPEOOBAHUI OpraHU3alMOHHO-
pacropsiUTENbHbIX JOKYMEHTOB IO BoIpocaM oOecredeHuss WHQOpMaluOHHON
0e30IacHOCTH;

* [EPCOHAIBHON OTBETCTBEHHOCTHIO KaKAOr0 pabOTHHKA 3a CBOM JICHCTBHS,
Yy4YacTBYIOIIETO B pPaMKax CBOMX (YHKIMOHAJIBHBIX OO0S3aHHOCTEH B Ipoleccax
aBTOMATH3MPOBAHHOW 00paboTku WHGPOpPMAMKM M HMMEIOMIET0 JOCTYH K pecypcam
MH(POPMAIMOHHBIX CHCTEM;

=  peanu3alMed  TEXHOJNOIMYECKUMX  IPOLECcCOB  00paboTKM  HMHpoOpMaLUU  C
UCIONB30BaHUEM  KOMIUIEKCOB  OPraHM3allMOHHO-TEXHUYECKMX  MEp  3alluThl
MPOrPaMMHOTO 00eCTIeUeHHsI, TPOrPaMMHO-aIMapaTHBIX CPEJICTB;

* IPUHATHSA Mep MO oOecrneyeHnIo (PU3NUECKON HEJIOCTHOCTH MPOrpaMMHO-aNMapaTHbIX
cpeacTB HMH(DOPMAIMOHHBIX CHUCTEM M MOJIACPXKAHWEM HEOOXOAWMOTO  YpPOBHSA
3alIAIIEHHOCTH KOMIIOHEHTOB;

* WCMOJB30BAaHUS NPOTPAMMHBIX W  INPOrPaMMHO-ANIApaTHBIX CPEJACTB  3allUTHI
nHpopmanuu oopadaTeiBaeMOM B 00pa30BaTEIbHOM YUPEXKJICHUHM U aIMUHUCTPATUBHON
MOJICP’KKOI MX UCIIOJIh30BAHNUS;

* KOHTPOJNS COONIOACHUS TOJb30BATEISIMA HMH(DOPMALMOHHBIX CHCTEM TpeOOBaHUIA
1o obecreyeHno NHPOPMAITMOHHOM 0€30MaCHOCTH;

* mpoBeneHHS aHanmM3a 3()(PEKTUBHOCTH NTPHUHATHIX MEp 3alIUThl HHQOpMAMKA WU
MIPUMEHSEMBIX CPEJICTB 3alIUTHI HH(pOopManuy;

* pa3pa0OTKH M pealn3aluu MPeUIOKEHUH MO COBEPIICHCTBOBAHUIO CHCTEM 3aIIUTHI
UH(pOpMaIUH.

3. MPUHIAIIBI OBECITEYEHUSA TH®OPMAIIMOHHOMN BE3OITACHOCTH

3.1. OGecneueHue I/IH(1)OpMaI_II/IOHHOﬁ 663OH3CHOCTI/I, JAOJIKHO OCYHIECTBJIATHCA B COOTBETCTBUU
CO CJICAYIOIIUMHA OCHOBHBIMU ITPUHIUIIAMUA

3.1.1. IlppHUMI 3aKOHHOCTH

IIpu BBIOOpEe MepompusATH 1O 3ammTe WHPOPMALWHU, JJOHKHO COONIONATHCS
neicTByroniee 3akoHoaarenbcTBo Poccuiickoit denepannu B chepe 3amuThl HHGOpMAIUN.

Bce paboTHMKM  JTOJDKHBI ~ MMETh  INpEJACTaBlI€HHE 00  OTBETCTBEHHOCTH  3a
npaBoHapyuieHus B chepe 3ammtbl uHpopmanuu. IIporpamMmMHo-anmapaTHble CpPeICTBa,
MMPpUMCHACMBIC B O6pa30BaTCJ'II>HOM YUPCKACHHUU, NOJKHBI UMCTh COOTBCTCTBYIOIIUC JIMIICH3UH,
o(uIuaNbHO NMPHOOPETAThCS y MpeAcTaBUTeNeH pa3pabOTUYMKOB 3TUX CPEACTB WIM SIBIATHCS
MHTEIUIEKTYaIbHOH COOCTBEHHOCTBIO 00Pa30BaTEIBHOIO YUPEKICHUS.

3.1.2. [IpyHIUI CHCTEMHOCTH

[Ipn cozmaHWM cHUCTEMBI 3aIIUTHI  JOMKHBI YUUTHIBATHCS AKTYalbHBIE YIPO3bI
Oe3ormacHocTH MH()OpPMALIUK, BO3MOXKHBIE OOBEKTHI M HAMPABICHHS aTaK Ha HEE CO CTOPOHBI
HapyIIUTENICH.

Cucrema 3amIuThl JOMKHA CTPOUTHCS C YYETOM HE TOJNBKO M3BECTHBIX KaHAIOB YTEUKHU
uH(pOpPMAINHU, HO M C YYETOM BO3MOXKHOCTH TIOSIBIICHUSI HOBBIX YS3BUMOCTEH B MPOrpaMMHOM
obecriedyeHunu.



3.1.3. IlpyHUMI KOMILJIEKCHOCTH

KomrimekcHOe  MCMONb30BaHWE  CPEICTB  3alUTHl  WHGOPMAIUM  TPEANOIaraet
COTJIACOBAaHHOE MPUMEHEHHE MPHU MOCTPOCHUU LIETIOCTHOM CHCTEMBI 3alllUThl, IEPEKPHIBAOIIEH
BCE CYILIECTBEHHBIC Yrpo3bl 0e30macHOCTH HMH(OpManuu. 3ammura JOJDKHA CTPOUTHCS
sienoHrpoBano. dusnyeckas 3ammTa JOKHA 0OecrednBaThCsl PU3NYECKUMHU CPEICTBAMH U
OpPTraHU3alIOHHBIMU MEPaMH.

[Ipn mocTpoeHuu, BHEIPEHHMH U OKCILTyaTallid CHUCTEMbl 3allUThl WHMOpMAIUU
pykoBoacTBo OO0pa3oBaTeNbHOTO YUpexkIaeHus olecreunuBaeT ycinoBus i 3G EKTUBHON
KOOpAMHALIMU JEHCTBHI BCEX JINII, 00eCTIeYnBaOUX HHPOPMALIMOHHYIO 0€30MacCHOCTb.

3.1.4. IlpuHUMI CBOEBPEMEHHOCTH

PazpaGorka cucreMbl 3amuTbl HMH(GOPMALMU JOJKHA BECTHCh MApaJUIeIbHO C
pa3paboTkoil U MH(OPMAIIMOHHON CHUCTEMBIL. DTO MO3BOJUT y4ecTh TpeOoBaHMs 0€30MacHOCTH
IpU TMPOSKTHPOBAHUU APXHUTEKTYphl W, B KOHEYHOM cyeTe, co3/laTh Oonee 3P QeKTHBHBIC
MH(pOPMALMOHHBIE CUCTEMBI, 00JIaJJAIOIIUE TOCTATOYHBIM YPOBHEM 3ALIUILEHHOCTH.

3.1.5. IlppHIMI IPeeMCTBEeHHOCTH

[TocTossHHOE COBEPIICHCTBOBAaHHE MEpP M CPEICTB 3alIUTHl WH(POPMAIMM HA OCHOBE
IPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHMYECKUX PELICHUH, KaJpOBOr0 COCTaBa, aHaIM3a
(yHKIMOHUPOBAaHUS MH()OPMAIIMOHHBIX CHUCTEM M CHUCTEMBI €€ 3allUThl C y4eTOM HM3MEHEHUH
B METOAAaX M CpeICTBax mepexBara WH(POpPMAIWW, HOPMATHBHBIX TPEOOBAHWUH TO 3aIInuTe
uHpopmaruu.

3.1.6. IllpyHUMI JOCTATOYHOCTH

CooTBeTCcTBHE YpPOBHS 3arpar Ha oOecrieueHHe HH()OPMAIMOHHONH O€30MacHOCTH W
LIEHHOCTH MH(OPMAIIMOHHBIX PECYPCOB HA BEIMYMHY BO3MOXKHOIO yIiep0a OT UX pasriamieHus,
YHHUYTOXKEHUS W HUCKaxkeHHs. VIcrmomb3yeMble Mephl M CPEICTBA 3alUThl WH(OpMAlUd HE
JOJDKHBI YXYAIIATh SPrOHOMHYECKUE ITOKA3aTeTd KOMITOHEHTOB WH()OPMAIIMOHHBIX CHCTEM.

3.1.7. IlpyHUMI OTBETCTBEHHOCTH

BosnokeHne OTBETCTBEHHOCTH 3a oOecriedueHue Oe30macHOCTH HHGOpManuu u ee
00paboTKM Ha KaKIoro pabOTHHKA B MpefeNiaX ero MOJTHOMOYM. B COOTBETCTBUU C ITUM
NPHUHIAIIOM pacrlpeselieHue MpaB U O00S3aHHOCTEH pPabOTHHKOB CTPOUTCS TakuM 0Opa3om,
9yTOOBI B ClTy4ae JII000ro HapymeHus ObUT U3BECTEH HAPYIIUTEb.

3.1.8. [IpuHUUT 000CHOBAHHOCTH U TEXHHUYECKOIi peaau3yeMocTH

WNHubopmalimoHHble TEXHOJIOTHH, MPOTrPAMMHBIE M MPOrPAMMHO-ANIapaTHBIC CPEICTBA,
Mepbl 3alUThl HWH(OPMAIMKM JOJDKHBI OBITh PEAM30BAaHBI O COBPEMEHHBIM PEIICHUSM,
00OCHOBaHBI C TOYKU 3PCHHS JOCTHIKCHHUS 3aJaHHOTO YPOBHS 3aIIHUIEHHOCTH WH(OpMAIUU H
SKOHOMHYECKOW I1eJIeCO00pPa3HOCTH, a TaKKe€ COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM |
TpeOOBaHMAM 110 O€30MaCHOCTH MH(OPMAIIHIH.

3.1.9. llpunuun npogeccuoHaIu3IMa

Peanuzanus mep 3ammTel MHGOPMAIMK U SKCIUTyaTallusl CPEICTB 3alIUTHl MH(pOpMauu
AOJIDKHA OCYHICCTBIIATHCA HpO(I)CCCI/IOHaJIBHBIMI/I crnenualucraMu.

[IpuBnedenue criennanM3MPOBAHHBIX OPTaHU3AIUI K pa3padOTKe CPENICTB U peaTu3aIiu
Mep 3amuThl HWHGOPMAIMH, IOATOTOBIEHHBIX K KOHKPETHOMY BHIY MAEATEIBHOCTH IIO
obecriedeHnI0 0e30MacHOCTH HH(OPMAIIMOHHBIX PECYPCOB, HWMEIOIIMX OMNBIT MPAKTUYECKOH
paboTHI U JIMIICH3WH HA TIPABO OKa3aHUs yCIyT B 3TOH 00JIaCTH.

3.1.10. ITpyHIMN MUHMMHM3ANMU NPUBUJICT U 10JIL30BaTe ICH
ObecnieyeHre MoOJIb30BaTEIEH MNPUBWICTUAMHA  MUHUMAQJIBHO JOCTATOYHBIMU  JJIA
BBITNOJIHEHUS] UMU CBOUX JIOJPKHOCTHBIX 00sS3aHHOCTEH.



4. OCHOBHBIE TPEBOBAHUSA
O BAIUTE HHOOPMALIUHU OT'PAHUYEHHOI'O JOCTYIIA

4.1. Cuctema 3amuThl HHPOPMAIMK JODKHA MPEIyCcMATPUBATh KOMILIEKC OpPraHU3aI[MOHHBIX,
MPOrPaMMHBIX U MPOTrPAMMHO-ANTAPATHBIX CPEJICTB M MEP I10 3aTuTe MHPOPMAIH B IPOIIEcce
ee 00paboTKH.

4.2. BeimonHeHne TpeOOBaHUH JOCTUTAETCS 33 CUET pean3alii Ha 00bEeKTax MH(POpMaTH3AINH
Mep 10 3aluTe HHPOpMaIuu:

* UACHTU(UKAMY U ayTeHTU(UKAIIUN CYOBEKTOB JOCTYIA U 00BEKTOB J0CTYIIA;

* YIPABIEHUIO JOCTYIOM CYObEKTOB JOCTyNa K 00bEKTaM JI0CTYIa;

* OrPAaHUYEHUIO IPOrPAMMHON CpeIbl;

* 3aIUTE MAIIUHHBIX HOCUTENEH MepCOHATbHBIX JaHHBIX;

* peruCTpaIyy COOBITHII OE30MaCHOCTH;

* aHTUBUPYCHOM 3aIUTE;

* 00HApPYKEHUIO BTOPKEHUIA;

* KOHTPOJTIO (aHAJIU3Y) 3AIIUIIEHHOCTH IEPCOHATBHBIX JJAHHBIX;

* 00€CTICUYSHHIO [IETTOCTHOCTH WH(POPMAIIMOHHON CUCTEMBI U TIEPCOHATBHBIX TAHHBIX;

= 00€CeYeHHIO JOCTYITHOCTHU MEPCOHANIBHBIX JTaHHBIX;

* 3aIUTHI CPEJIbl BUPTYaTU3alIiH;

* 3aIIUTH TEXHUYECKUX CPEJICTB;

* 3alUTH UH()OPMALIMOHHOM CUCTEMBI, €€ CPEICTB, CUCTEM CBSA3M U IMepelaul JaHHBIX;

* BBISIBJICHUIO MHIIMJCHTOB U PearupoBaHUE HA HUX;

* yIOpaBleHHIO KOH(HTypanmueld HWHYOPMAIIMOHHONH CHUCTEMbl M CHUCTEMBI 3aIIUTHI

HEPCOHAIBHBIX JIaHHBIX.

4.3. OOpa3oBarebHOE YYpeKJICHUE, Kak o0nanaTeib WHGOPMAIIMU OTPAHHYEHHOIO JTOCTYyIIA,
MIPU OCYIIECTBICHUHU CBOMX IIpaB 00s3aHO:
* cOOMI0aTh MpaBa M 3aKOHHBIE MHTEPECHI MHBIX JIHII,
* MPUHUMATH HEOOXOIMMBIC MEPHI TT0 3aIUTE HH(OPMAITUH;
* OrpaHWYMBaThH JOCTYNl K WHPOPMAIMM, €CIM Takas OOsI3aHHOCTh YCTAHOBJICHA
3aKoHOJaTenbCTBOM Poccuiickon Penepannu.

4.4. O6pa3zoBarenbHOE YUPEKIEHHE, BIIPABE €CIIM HHOE HE MPETyCMOTPEHO 3aKOHOIaTEILCTBOM
Poccuiickoi ®@enepanuu:
* pa3pemarh WIA OrPaHNYUBATh JOCTYN K HHGOPMAIIUH, ONIPEISIISITh MOPSIOK U YCIIOBHS
TaKOro JOCTYTIa;
* HCIONB30BaTh HMHGOpPMAIMIO, B TOM YHCIE PACHPOCTPaHATH €€, IO CBOEMY
YCMOTPEHUIO;
* mepenaBaTh MHOOPMAIMIO APYTMM JUIIaM Ha YCTAaHOBJICHHOM 3aKOHOJATEIhCTBOM
Poccuiickoii denepaiiyii OCHOBaHUY;
* 3aIUIIATh YCTAaHOBIEHHBIMU 3aKOHOJAATENbCTBOM Poccuiickoii @eneparuu criocobamu
CBOM TIpaBa B CJIydyac HE3aKOHHOT'O TOJydYeHUs HWHQPOPMAIMK WU €€ HE3aKOHHOTO
MCITI0JIb30BaHUsI MHBIMU JINLIAMH;
* OCYIICCTBJIATH UHBIC JEHUCTBUS ¢ MH(OpMAIIMEl Ui pa3peniaTh OCYIIECTBICHUE TaAKHX
NEeUCTBUM, ecnu 3TU JEMCTBHS HE MpoTUBOpedaT (eAepanbHbIM 3aKOHAM M JAPYTUM
HOpPMaTUBHO-TIPaBOBbIM akTaM Poccuiickoit denepanuu.

4.5. 3amwura wWHPOPMAIMM OrPAaHUYEHHOrO JOCTyIa TpeACTaBiIseT co0oil MNpHUHSTHE
OpraHU3allOHHBIX U TEXHUUYECKUX MEp, HAaIlPABJICHHBIX Ha!
= coOmoeHne KOH(PHUISHIMAILHOCTH HH(GOpMAK (UCKIIOUEHHE HEMPaBOMEPHOro
J0CTYTa, KOMMPOBAHUS, IPEIOCTABIICHNUS WIIM PACIIPOCTPAHEHUSI MHPOPMAIIHIH);
* o0ecrnieueHne MeJIOCTHOCTH WH(OopMaIuu (uckmoueHue HETIPaBOMEPHOTO
YHUUTOXKCHHSI UM MOJU(PHUIIMPOBAHUS HHPOPMALIUK);

10



* peaJM3aluIo IpaBa Ha JOCTYH K uH(popManuu (MCKIOYEHUE HEIPaBOMEPHOrO
OJI0KMpOBaHUS UHPOPMALIUH).

4.6. CpencrBa 3amUThl HHPOPMAIIUN BHEAPSIOTCS MO pe3yabTaTaM MPOBEJCHUS OLICHKH PUCKOB
MH(}OpMaIMOHHON 0€30M1aCHOCTH.

4.7. Opranu3auus 3alUThI HHPOPMAIIUH

4.7.1. Tlpu opranuzanuu 3anmTbl HHGopManuun B OOpa3oBaTeNbHOM YUPEXKJICHUM JOKHBI
BBITIOHATHCS TpeOoBanust denepanpHoro 3akona ot 27.07.2006 Ne 149-03 «O6 unpopMmaruwy,
MH(POPMALIMOHHBIX TEXHOJOTHAX U O 3aIlIATe WHPOPMAITUN», KOTOPHIE PETYIUPYIOT OTHOIICHHS,
CBSI3aHHBIE C YCTAHOBJICHUEM, U3MEHEHHUEM U IIPEKpalleHueM pexXuMa 00paboTKH 3aluinaeMoin
uHpopmarm. B TOoM umcne TpeGoBaHMs O 3amuTe HWHPOPMAIMHM, HE COCTAaBJIAIOLICH
TOCYJapCTBEHHYIO TaiiHy, COJEpKaIIeHCs B TOCYAapCTBEHHBIX HH(DOPMAIMOHHBIX CHCTEMAax
yrBepkaeHHble mpukazoM @CTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepx1eHMH TpeOOBaHUI
0 3ammTe WHPOpPMAIMM, HE COCTaBIAIOMIEH TOCYJapCTBEHHYIO TalHy, coOJeprKaleiics B
TOCYJapCTBEHHBIX WH(MOPMAIMOHHBIX CHCTEMax» IS TOCYAapCTBEHHBIX HH(OPMAIIMOHHBIX
cucTeM 1o kotopsiM OOpa3oBarenbHOe yupekaeHue sisiercss Oneparopom.

4.7.2. B OO0pa3oBarenbHOM YYPEKICHHH IOMHMO pEAIHN3alMd OCHOBHBIX MEp 3aIlUTHI
UH(GOpMAIH OCYIIECTBIISIETCS
= peryisipHas OLIEHKa W yIpaBlieHHe pUCKaMH HH(POPMAIIMOHHON Oe30macHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMH TPOLIEyPAMHU B O0JIACTH YIIPABJICHUS PUCKAMH;
* uHpopMuUpoBaHHE, OOy4YeHHME W TIOBBIIEHHWE KBaTU(UKAUU  PaOOTHUKOB
B cepe nHpOpMaIMoOHHON 6€30MaCHOCTH;
* METOAMYECKass MOMOIIb pAa0OTHHKAM B BOIpocax obOecredeHus: HH(pOpMarmOHHON
0e30MacHOCTH;
* aHAJIU3 U TIOMCK BO3MO)KHOCTEH 110 MOBBILIEHUIO YPOBHS 3alUIIEHHOCTH NH(OPMAIIHH.

4.7.3. Jlnsa opranm3amuu 3amuThl wHGOpManuu, OOpa3oBaTeNbHOE YUYPESKICHHEC BIIPABE
OPUMEHATH CpEACTBA M METOMAbl TEXHHUYECKOW 3alluThl, MPEANPUHUMATH JApYyrue, He
MPOTUBOpPEYAIINE 3aKOHOAATENBLCTBY Poccuiickorn denepanniu, MeEpBHI.

4.7.4. B pamkax oOecrneueHus 3amuThl WHGOpPMAIMU, B pPaMKaX TPYAOBBIX OTHOIICHHIA
HEOOXOMMO O3HAKOMHUTH II0JI POCHHCh PAaOOTHUKOB, JOCTYI KOTOPBIX K HWH(pOpManuu
OTpaHMYEHHOTr0 JOCTyIa, HEOOXOAMM JUIS BBIIOJNHEHUS WMH CBOMX JJOJDKHOCTHBIX
00s13aHHOCTEH, C TiepedHeM HH(POpPMAIMK OrpaHHMYCHHOTO JIOCTYNa, W TPUHATBIMH B
OO6pa30BaTeIbHOM YUPEXKACHUU MEpaMHU 3alUThI HH(OPMAIIHH.

4.8. Oco0eHHOCTH 3aIUTHI MEPCOHATBHBIX TAHHBIX

4.8.1. Tlpu opranuzanuu o0paboTku B OOpa3oBaTEIbHOM YUPEIKICHUH TEPCOHATBHBIX JTaHHBIX
HEOOXOIMMO PYKOBOJACTBOBaThCs TpeboBaHuaMu denepanbHoro 3akoHa ot 27.07.2006 Ne 152-
O3 «O nepcoHaNbHBIX JAHHBIX).

4.8.2. IlepeueHs Mep, BBIMOIHEHHE KOTOpBIX obecrieunBaeT OOpa3oBaTeNnbHOE YUpEXKIECHUE B
KaueCcTBE ONepaTropa MepCOHAIBHBIX JaHHBIX, TOHKCH BKITIOYATh:
* Ha3HAYCHHUE OTBETCTBEHHOIO 32 OpraHU3aIliio 00pabOTKH NEPCOHABHBIX JaHHBIX;
* pa3paboOTKy MJOKYMEHTOB, OIPEICISAIONINX TIpaBWia B OTHONIEHHH OOpabOTKU
NEPCOHAJTIBHBIX HAHHBIX, JIOKAJIbHBIX 4AKTOB II0 BOIPOCaM O6p2160TKI/I MEpCOHATIBHBIX
JAHHBIX
* IPUMEHECHHUE OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp 1O OOECIeueHHI0 0e30MacHOCTH
MEPCOHANBHBIX JAHHBIX B COOTBETCTBMM O cTarhedl 19 @DepepanbHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX TaHHBIX);
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* BBINOJIHEHHE TpPeOOBAaHUM 110 COCTaBy M COJEP)KAHUIO OpPraHU3alUOHHBIX MU
TEXHUYECKUX Mep IO OOECHeueHUI0 OE30MacCHOCTH IMEPCOHAIbHBIX MaHHBIX MPH HX
00paboTke B WHGOPMAIIMOHHBIX CHUCTEMaX MEPCOHANBHBIX MJaHHBIX YTBEPKIEHHBIX
IMpukazom D®CTIK Poccum ot 18.02.2013 Ne 21 «OO06 yTBepKIEHHMM COCTaBa M
coJiep KaHusl OPraHU3alMOHHBIX W TEXHUYECKHX MEp MO0 00ecleueHHio Oe30MacHOCTH
NEPCOHANBHBIX JIaHHBIX MNpU HUX 00paboTke B UH(MOPMAIMOHHBIX CHCTEMax
MePCOHANIBHBIX JAHHBIX);

* OLIEHKY Bpeda, KOTOPBIM MOXKET ObITh MPUYMHEH CYOBEKTaM MEPCOHAIBHBIX JAAHHBIX
B ciydae HapymieHuss ®eaepanbHoro 3akoHa Neo 152-®3, cooTHOIIEHHME YKa3aHHOTO
Bpella U IPUHUMAEMBIX OIEpaTOPOM Mep, HaIPaBJICHHBIX Ha 00ECeueHHE BIMOTHEHHS
00s13aHHOCTEH, TpeycMOTpeHHbIX DenepanbHbIM 3akoHOM Ne 152-D3;

* O3HAaKOMJICHME pPaOOTHHUKOB, HEMOCPEJICTBEHHO OCYIIECTBIISIOMUX 00pabOTKy
NIEPCOHAJIBHBIX JAHHBIX, C IOJIOKEHUSIMH 3aKoHopaarenbcTBa Poccuiickoir Penepanuun
0 IIEPCOHAIbHBIX JTAHHBIX, B TOM YHCIIE€ TPEOOBAaHUSAMU K 3aLUTE IEPCOHATbHBIX JIAHHBIX,
JOKYMEHTaMH, OIpeAesSIomUMU TpeOoBaHUsl 00pa30BaTEIbHOTO YUYPEXKJEHUS B
OTHOLIEHUH OOPa0OTKM NEpPCOHANbHBIX JAaHHBIX M OOy4yeHHe, NpU HEOOXOIUMOCTH,
yKa3aHHBIX pa0OTHHUKOB.

4.8.3. OGecrnieueHne 0€30MacHOCTH MEPCOHAIBHBIX TAHHBIX JOCTUTAETCs, B YACTHOCTH
= OmpeieleHUEM Yrpo3 M HapymuTened O0e30IacHOCTH IEPCOHANBHBIX JIAHHBIX
pH X 00paboTKe B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHABHBIX JAHHBIX;
* ONpENEeIeHUEM YpPOBHS 3alllMIIEHHOCTH IE€PCOHAIBHBIX JTaHHBIX B COOTBETCTBUHU
c TpeboBanusimu [locranoBnenus IlpaButensctBa Poccuiickoit ®epepauuu ot
01.11.2012 Ne 1119 «OO0 yrBepkaeHUH TpeOOBAHUM K 3aIMTE MEPCOHATBHBIX JTAHHBIX
npu ux 00paboTke B UH()OPMAIIMOHHBIX CUCTEMaX NEePCOHATIBHBIX JAHHBIX);
* [PUMEHEHUEM MPOLIEAIINX B YCTAHOBJIECHHOM IIOPSAJKE IPOLENYPY OLEHKU
COOTBETCTBHS CPEJICTB 3aIUTH MHPOPMALINH;
* OLIEHKOM 3((PEKTUBHOCTH NMPUHUMAEMBIX MEp IO 3allUTe MEPCOHATIBHBIX AAHHBIX 10
BBO/Ia B 3KCILTyaTalMIO HH()OPMAILIMOHHON CHCTEMBbI IEPCOHATIBHBIX JJAHHBIX;
. BOCCTAHOBJICHHEM MEPCOHAIBHBIX JTAaHHBIX, BCJIE/ICTBHE MOJIY4EHHUS
HECaHKLMOHUPOBAHHOI'O 10CTYIA K HUM;
* YCTaHOBJIEHHWEM MpPaBMUJ JOCTyMa K IEPCOHAJIBHBIM JaHHBIM, 0OpabaThIBaeMbIM
B HWH(POPMAIIMOHHBIX CHUCTEMax IEePCOHAIBHBIX JAHHBIX, a TaKkKe OOecredeHnemM
perucTpanyy M ydera BCEX NCHCTBUMH, COBEPIIAEMBIX C MEPCOHAIbHBIMHU JAHHBIMU B
MH(POPMAILIMOHHBIX CHCTEMaX MEPCOHABHBIX JaHHBIX;
* KOHTpPOJEM 3a IMPUHHMAEMBIMH MEpaMU IO 3alIUTE [EPCOHAIBHBIX MAAHHBIX MU
OIPENIETICHHOI0 YPOBHS 3alllMIIEHHOCTH WH(OPMAIMOHHBIX CHUCTEMaX IMEePCOHATbHBIX
JAHHBIX B MPOLIECCE €€ IKCIUTyaTalluH.

5. OCHOBHBIE TPEBOBAHMUS K IPOHECCAM OBECIIEYEHUA
UH®OPMAIIMOHHON BE3OIMACHOCTH

5.1. O6pa3oBarenbHOE YYPEKACHHE OCYIIECTBISET PYKOBOJCTBO, Pa3pabOTKy pEUICHHH MO
3ammTe  HMHQOpMAIMHM, COTJIaCOBaHWE BbIOOpAa CpPEACTB  BBIYMCIUTEIBHON  TEXHUKH,
MIPOrPaMMHBIX U IPOrPaMMHO-aINapaTHBIX CPEACTB 3alUThl HH(OpMAIMHU, OPraHU3aLKi0 padoT
[0 BBISIBJICHUIO BO3MOXHOCTEM U MPEAYNPEKACHUIO YTEUKM W CBOMCTB 3alllMIaeMOn
nH(pOPMaLIUH, ATTECTALIUI0 00bEKTOB MH(OpMATH3AIIH CAMOCTOATEIIBHO.

5.2. ®uznyeckas 0e30MaCHOCThH

5.2.1. IIpuHsATHIE OPraHU3ALMOHHBIE U TEXHUYECKUE MEPBHI 110 3alIUTE MOMEIEHNUH, CEPBEPHOIO
U KOMMYTAallUOHHOTO OOOpYJOBaHUS, aBTOMAaTU3MPOBAHHBIX pPAOOYMX MECT IOJIb30BaTeNei
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nH(popMaMOHHBIX cucTeM (OOpa30BaTENBHOIO YUYPEKICHHS O0ECIEUMBAIOT —PEATHU3ALUI0
CIIEAYIOIINAX Mep T10:
* pa3rpaHUYCHUIO JOCTyla pPAOOTHUKOB B TIOMEIICHUS B COOTBETCTBUHM C UX
MTOTHOMOYHSIMH M TOJDKHOCTHBIMU O0SI3aHHOCTSIMU;
= peructpanuu (GakToB BXoja paOOTHUKOB B MIOMEUICHHS B KOTOPBIX BeaeTcsl 00paboTka
NIEPCOHANIBHBIX JIAHHBIX;
* KOHTPOJIUPYEMOMY NpeOBIBAHUIO IOCTOPOHHUX JIMI] B TIOMEHICHHUSX, B KOTOPBIX
BeneTcss 00paboTka MH(OpMAIMK OrpaHUYEHHOTO JIOCTYMa M pa3MEIICHBI arapaTHbIC
cpencTBa HH(POPMAITMOHHOW CHCTEMBI;
* OpraHM3aly pPeKUMa KOHTPOJIUPYEMOrO BHOCA/BBIHOCA CpPEICTB 00pabOTKH
UH(pOpMaIUH.

5.2.2. Ilomemenus: OOpa30BaTENHHOIO YUPEXKICHHS JTOJDKHBI OBITH 000PYIOBAHbI JETEKTOPaMH
OTHS W JbIMa, OTHETYIIUTENIMH, CHUCTEMaMH KOHJUIIMOHMPOBAHUS BO3JyXa, CPEICTBAMH
OXPaHHO-N0XAapHOM CUTHAIM3aLUH.

5.2.3. OcHOBHOE cepBepHOE M KOMMYTalMOHHOEe oOopynaoBanue (OOpa3oBaTENbHOIO
YUPEXKICHUS JOJDKHO OBITh 3allMIIEHO OT Iepeb0oeB B TMojade AIIEKTPOIHEPTHUU ITyTEM
MOAKIIOYEHUSI K DIICKTPOCETH C TPHUMEHEHHEM HCTOYHHMKOB OecrepeOOiHOro NHTaHHSA |
pe3epBHOro nu3enb-reneparopa. Mcrounuku Gecriepe0oiHOr0 MUTaHusl HEOOXOAMMO PETYISIPHO
TECTUPOBATh U MPOBEPATH YIIOJIHOMOYCHHBIM PAOOTHUKOM B COOTBETCTBUHU C PEKOMEHIAIUSIMHU
MIPOU3BOAUTEIIS.

5.2.4. TlopraTuBHBIE TEXHUYECKHE CpEACTBA HE JOJDKHBI OCTAaBaThCS 3a MpeeliaMu
KOHTpoIupyeMoil 30HbI  OOpa3oBaTENBbHOTO YYpEXACHUS Oe3 KOHTPOJIS CO CTOPOHBI
pabOTHUKOB.

5.3. BesonacHocTh Ha paboyeM MecTe

5.3.1. 3anpemaeTc;1 BCCTHU 3aIlliuChb Haponeﬁ B OTKPBITOM BHUAC Ha MATCpUAJIBHBIX HOCHUTCIIA,
3a UCKJIFOUCHHUECM CJIYUACB, PCrIIaMCHTHPOBAHHBIX METOJA0OB XpPaHCHU .

5.3.2. JIokyMeHThI U HOCUTENN C WH(OpMaIMeld OrpaHUYeHHOTO JOCTYIa JIOJKHBI yOupaTbes
B onedarbiBaeMmble Mecta (ceddpl, mkadpl W T.I.), TpU yxome ¢ pabodyero Mecra.
Ha aBromarmsupoBanHoM pabGouem Mecte I[lomp3oBarens pabodas ceccus [OMKHA OBITH
npepBaHa, paboumii cronm 3a0iokupoBaH. Bxom momp3oBarenst B CHCTEMY HE JOJDKEH
BBITTOJTHATHCS] aBTOMATHYECKH.

5.3.3. JlokymeHThl, comepkamue HHGOPMAIMIO OrPaHUYEHHOTO JIOCTYIA, OJDKHBI Cpa3y
M3bIMAThCS U3 TMEYaTaloNUX YCTPOWCTB. Jlns yTHiM3anuu KOH(UICHIIMATBHBIX JTOKYMEHTOB,
AOJIKHBI HMCITOJIB30BATHCA YHHUYTOXKHUTCIN IOOKYMCHTOB HC HHIXKC 4 YpPOBHA IO CTaHAApPTy
0€301acHOCTH, MPUMEHIEMOMY K YHUYTOXKHUTEISIM JIOKYMEHTOB.

5.3.4. Ilpu wucnonb30BaHUM MOOUJIBHBIX TEXHUYECKUX CPEJICTB HEOOXOAMMO COOJIIOAATh
JIOTIOJTHUTENBHBIE MEPBI 1O PerfiaMEHTAIlM U KOHTPOJIIO HCIOJNBb30BaHMs B MH(POPMAIIMOHHOM
CUCTEME MOOMIIbHBIX TEXHUYECKHUX CPEJICTB.

5.3.5. HaxoxmeHne mpeacTaBUTEICH IOPUIMYSCKUX JIMI B paMKaX HCIIOJHEHUS JTOTOBOPHBIX
0053aTebCTB B TMOMEHICHUSX B KOTOPBIX BeneTcs o0paboTka umHGOpManuu OrpaHUYEHHOTO
noctyna WH(OPMAIMOHHONW CHCTEMbI, BO3MOXXHO TOJBKO B CONPOBOXKIECHUU paOOTHUKA
00pa30BaTEIBLHOTO YUPEKACHHUS, JOMYIIEHHOTO 10 00pabOoTKH Takoi MH(GOpMAaIIIH.

5.3.6. Pa3MemieHWe TEXHWYECKHMX CPEICTB BbIBoJa HH(OpPMANWK B  MTOMEHICHHUSIX
00pa3oBaTEIBLHOTO YUPSKJACHHS TPOM3BOJMUTCS C YYETOM HCKIIOUYEHHUS BO3MOXKHOCTH
BU3yaJbHOI'O0 MPOCMOTPAa HMHQPOPMAIUU [OCTOPOHHUMHU JHUIAMH U pabOTHHKaMH, He
JIOMYIIICHHBIM K paboTe ¢ TaHHOW HH(pOpMAILTUEH.

5.3.7. TexHuyeckne CpeACTBa JOKHBI Pa3MEIIaThCS W XPAHHUTHCS TaKUM O00pa3oM, YTOOBI
COKpaTUTh BO3MOXKHBIM PUCK MOBPEXKAECHUS U YIPO3bl HECAHKIIMOHUPOBAHHOIO 10CTYIIA.
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5.4. Texunueckoe o0cTy:KMBaHUe 000PYAOBAHMS

5.4.1. TexHuueckue cpeacTBa 00pa30BATEIBHOIO YUYPEKICHHUS JIOJKHBI TNPOXOAUTH Ha
PETYIAPHOM OCHOBE CEpPBHCHOE OOCIY)XKMBAaHHE B COOTBETCTBHM C PEKOMEHIAIUAMH
IPOU3BOUTENEH 000PYIOBAHHS.

5.4.2. PeMOHT M cepBHUCHOE OOCIyXHBaHHE OOOPYIOBAaHUS JOJKHBI BBINOIHATHCA TOJIBKO
KBATH(PHUIIUPOBAHHBIMH CIICITUATNCTAMHU.

5.4.3. Texuuueckoe 0OCITy)KMBaHHE OOOPYAOBaHHS CTOPOHHMMH OPTaHHM3AIHUSIMH HE IOJDKHO
HPUBOANTH K PUCKY HapYIICHNS KOH(DUACHIIMATBHOCTH 3alHIaeMoi HH)OPMAaIUH.

5.5. BzaumoaeiicTBue ¢ TpeTbUMH JIMIIAMU

5.5.1. B nensx obecrieuenus: nHGopMaMoHHOW Oe3omacHocTi OOpa3oBaTeNbHOE YUpEKIACHUE
npu BSaHMOHeﬁCTBHH C TPE€TBbUMHU JIMLIAMU OOJI?KHO BBIMIOJIHATE CICAYIOIMHUE MEPOIIPUATHUSA 110:
* 3aKIIIOYEHHIO COTJIAIICHHS O HEepasrJalleHnd MH()OPMAlUN OrPaHUYEHHOrO JOCTYIIa
HOJIy‘-IGHHOﬁ B X0 € UCITOJIHCHU OOTOBOPHBIX OGSI?)&TG.HBCTB;
* OCYIIECTBIICHUIO KOHTPOJIS 32 JEHCTBUSMH MPEIACTABUTENCH KOHTPAreHTOB B Mpeesiax
KOHTPOJHMPYEMOI 30HBI 00pa30BaTEIHLHOTO YUPEKIACHHUS.

5.6. anaB.]Ielme AKU3HCHHBIM IHKJIOM I/IH(l)OpMaIII/IOHHI)IX CHUCTEM

5.6.1. MepompusiTusi B Tporecce XU3HEHHOrO ITUKIa HHPOPMANHUOHHBIX cucteM Komwuter
JOJKHBI OBITh HaIlpaBJIeHbl Ha oOecredeHue 3aliuThl MHPOpMaluu MpU BBOJAE B JCHCTBHE,
SKCIUTyaTall, CONPOBOKICHUN U MOACPHU3AIMH, BBIBOJA U3 IKCILTyaTal[1u.

5.6.2. OcHoBaHMeM IpH pa3paboTKe MHPOPMALMOHHBIX CHUCTEM JIOJDKHBI SIBIATHCS PEILICHHS
NpUHATBIE Ha cTaaud (HOPMHUPOBaHHS TPeOOBAHWHU, COAEpKalMe TpPeOOBAaHWS B TOM YHCIE
10 CUCTEME 3alUThl HH(POpPMaIUH.

5.6.3. Jlroboe mmaHuUpyeMoe K BHEAPCHUIO W3MEHEHHEe WH(POPMAIIMOHHON CHUCTEMBI
MPEeIBAPUTENLHO JIOJDKHO OBITh MPOAHATM3UPOBAHO HA COBMECTUMOCTH U OTCYTCTBHE
HapyIIeHU paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEJCTB 3aIlUTHI
uHpopmauu.

5.6.4. PaGoTel Mo MonepHU3aNMK WH()OPMAITMOHHONW CHCTEMBI, B TOM YHCJIE 110 YCTaHOBKE
MPOrPpaMMHOTO OOECTieueHUsI U OOHOBJICHUI, TOKHBI MPOBOJIUTHCS B Hepabodee BpeMs WU
BpeMsl HauMEHbIIel pabodeil Harpy3KHu.

5.6.5. Ilpu BBIBOZE W3 OIKCIUTyaTallii WH(POPMAIMOHHBIX CHUCTEM JOJDKHO OO0ECIeYHBATHCS
rapaHTHUpPOBAaHHOE yjaneHue oOpalOaTbiBaeMOW M XpaHMMOW B HHUX HHGPOpPMaLUU C
WCIIONBb30BAaHUEM CpPEICTB TapaHTUPOBAHHOTO YHHUTOXKEHHMS HH(pOpMAMM WIH IyTeM
(hM3MUECKOro YHUUTOKEHUsI HOCUTeNel nH(pOopMalni.

5.6.6. Bce nporienypbl o0ecriedeHus 3anuThl HH()OPMAIlUY, YCTAaHOBIICHHBIC B 00pa30BaTEIIbHOM
YUpPEXKJIECHUH B  OTHOLIEHMM WH(GOPMAIIMOHHBIX CHCTEM, JOJDKHBI — BBIMOJTHATHCS U
KOHTPOJIUPOBATHCS OTBETCTBEHHBIMU JIUIIAMH 32 OPTaHHU3AINI0 PA0OT MO 3aIUTe HHPOPMAIIHH.

5.7. Koutpoab goctyna Kk uHGOpMAUMOHHBIM CHCTEMAM

5.7.1. Bce paboTHHKHM 00pa30BaTENLHOIO YUYPEXKICHUs, JONMYIIEHHbIE K pabore ¢
MH(GOPMALMOHHBIMA CHUCTEMaMH, HECYT IEepPCOHAIbHYIO OTBETCTBEHHOCTh 3a HapyIIEHUS
YCTAHOBJICHHOTO MOpsiKa 00paboTKu HH(OpMAaLHK.

5.7.2. YpoBeHb TOJIHOMOYHWH IOJIB30BAaTENsl B MH(MOPMAIMOHHON CHCTEME 00pa3oBaTEIBHOIO
YUPEKJICHUS JTOJDKCH OIPENIENATHCS B COOTBETCTBHH C €T0 JOJDKHOCTHBIMHU OOSI3aHHOCTSIMHU.

5.7.3. loctymn monb3oBareneil kK UHPOPMALMOHHBIM CHCTEMaM 00pa30BaTENbHOIO YUPEKICHUS
JIOJKEH KOHTPOJIMPOBAThCS aIMUHUCTPATOPOM HH(OPMAITHOHHOMN CHCTEMBI.
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5.7.4.  OcymecTBlieHUE  PEryIsipHOIO  KOHTPOJS  BBINOJIHEHHMS  OpPraHU3alMOHHO-
pacnopsiAUTENbHBIX  JIOKYMEHTOB, KacaloUIMXCA perjaMeHTaluu Jonycka pabOTHUKOB
00pazoBaTeIbHOI0 YUPEXKJICHHUS K UH()OPMAIIMOHHBIM CUCTEMaM.

5.8. UnenTudukanus u ayreHTHPUKALUSA

5.8.1. loctym monp3oBaresnei K nHGHOPMAIMOHHBIM CHCTEMaM JIOJDKEH MPETOCTABISATHCS TOIBKO
10CJIE YCIEHIHOT O 3aBEPIIECHUS UICHTU(DUKALIMH, ayTEHTU(PHKALUH.

5.8.2. Tlony4yeHue monp30BaTeleM MMEHU B HMH(OPMALMOHHON CHCTEME M Mapoisi, KOTOphIE
00eCreunBalOT JOCTYyn K HHQPOPMAIIMOHHOM CHUCTEME, JOMKHO OCYIIECTBISATHCS TIO
MPEACTABJICHUIO PYKOBOJIUTENS CTPYKTYPHOT O TIOIpa3 /IeICHUsI.

5.9. YnpaBJieHue 10CTyIOM

5.9.1. B OOpa3oBareabHOM YYPEKICHUH JOKHO OCYIIECTBISATHCS YIPABICHHE IOCTYIOM K
MH(OPMAITMOHHON CHCTEME TIOCPEICTBOM peau3alliid HEOOXOIMMBIX METO/IOB, TUTIOB U TIPABHII
pasrpaHuYeHus] JOCTyNa IOJb30BATEsIM HMH(POPMAIIMOHHON CHUCTEMBI 00pa30BaTEIHLHOTO
yapexaeHus. B ToM drciie obecreueH 3amuieHHbIH YIaIeHHBIA JOCTY CYOBEKTOB JAOCTYyMa K
00BEKTaM JIOCTYIA Yepe3 BHENIHHE WH(DOpMAaIiOHHO-TEIeKOMMYHHKAIMOHHBIE CETH.

5.10. be3onacHocTh Npu padoTe ¢ HOCUTEISIMUA HH(POPMALHH

5.10.1. PaGoTtHHKH 00pa30BaTEIBHOIO YUYPEKIACHUS JTOJKHBI MCIOIB30BaTh TOJIBKO YYTCHHBIC
CbEMHBIC MAIIMHHBIC HOCUTEIW WH(POPMAIMU IS BBINOJHEHHUS CBOMX JOJDKHOCTHBIX
oOs3aHHOCTEH.  Vcronmp3oBaHME  ChEMHBIX ~ MAIIMHHBIX ~ HOCUTENeH  WHPOpMaluud B
00pazoBaTeTbHOM YUPEKICHHH B HHBIX LEJSIX CTPOTO 3aMPEIeHO.

5.10.2. CreMHBIE MaIIMHHBICE HOCHTENNW WH(OpPMAIMU JODKHBI XPAHUTCS B OMEYATHIBAEMBIX
mkagax, B TOMEIIEHUSX B KOTOPBIX MperycMoTpeHa o0paboTka mHGOpMaIii OrpaHHYEeHHOTO
JOCTYTIA.

5.10.3. B cimyyae kpaxu WM MOTEPU CHEMHOTO MAIIMHHOTO HOCHTENS MH(OPMAIUH, a TaKKe
WHBIX HWHIOWACHTOB, KOTOpbIE MOTYT MPHUBECTH K HApYIICHHIO CBOWCTB HH(pOpPMAIUU
OIPaHMYEHHOI'0 JIOCTYIA, JODKHBI MPOBOJAUTHCA MEPONPUATUS IO PACCIEJOBAHUIO TaKUX
WHITU/ICHTOB.

5.10.4. Ilpu BbIBOAE M3 OSKCIUTyaTalldid CHhEMHOTO MAIIMHHOTO HOCHTENS WH(pOpMaluu, BCE
JIAHHBIE, XpaHsIIUecs] Ha HeM, JOJDKHBI ObITh YAalleHbl ONpENeJeHHOW KOMHCCHEH U3 4ucia
pPabOTHUKOB, CPEJICTBOM rapaHTUPOBAHHOIO YHUUYTOXEHUS HH(POPMALIUH.

5.10.5. ®akt yHMUTOXEHHMS HMH(OPMAIMK HA CHEMHOM MAIIMHHOM HOCHUTENE HH(POpMaLuu
¢bukcupyercss B akTe 00 YHHUYTOXKCHMH WH(POPMAIUU CO CHEMHOTO MAIIMHHOTO HOCHTENS
nHpOpMaIuu.

5.11. Perncrpanus coobITHi

5.11.1. B OOpa3oBaTeapHOM YUYPEKICHUH JOKHA OCYIIECTBIISITHCS PETUCTPALUU COOBITUI
0e30macCHOCTM Ha BCEX KOMIIOHEHTaX HH(POPMAIIMOHHBIX CHCTEM 00pa3oBaTeIbHOIO
YUpEeX/IeHUs, B KOTOPBIX oOpabaTsIiBaeTcs 3auuiaemMas nHpopmanus.

5.12. AHTHBHpYCHAS 3aL[UTA
5.12.1. B mensx oOHapyKeHHsS M YCTPAaHEHHs BPEIOHOCHBIX HporpamMm B OOpazoBaTeTbHOM
YUPEXIEHUH JT0JKHBI HCII0Ib30BATHCS CPEACTBA AHTUBUPYCHOH 3alUThI HH(OPMALIHH.

5.12.2. O0s13aTeIbHOMY KOHTPOIIO CPEICTBOM AHTHUBHUPYCHOHM 3aIMThl MH(OPMAIMK JOJKHA
nojuiexarp Jirobas uHpopMmanus (TeKCToBble ailnbl mo0bIX (opmaToB, (aliabl TaHHBIX,
UCTIONHsAEMBIC (ailyibl), Mmoilydaemasi W TepeaBaeMasi 1Mo JIOKAJbHOW BBIYMCIUTEIHHON CETH
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B TOM YHCIE M CETAM OOIIEro IMOJb30BaHMA, a Takke MH(POpMAIMs, XpaHUMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSX UH(pOpMAaLIUH.

5.12.3. Ilpu ycraHOBKE NPOrpaMMHOI0 OOCCICYCHHS WM €ro OOHOBJCHHS Ha CEBEpHOE
000pyZOBaHUE JOJDKHA aBTOMATHYECKH BBIMOJNHATHCS MPEIBApUTENIbHAS TPOBEPKa JTaHHOTO
MIPOrPaMMHOT0 00eCTIeYeHUsI Ha OTCYTCTBHE BPEIOHOCHOTO IIPOrPaMMHOI0 00ECTICUeHHUS.

5.12.4. O6HOBNEHUE 6a3 CHUTHATYP UL CPEACTBA aHTUBUPYCHOW 3aIUTHl HH(POPMAIMH JTOTKHEI
OOHOBIIATECS €KETHEBHO.

5.12.5. Ilomp3oBarenn  06e3 TpaB  aJIMUHHUCTpaToOpa  HMH(POPMAIMOHHOM  CHUCTEMBI
00pa30BaTENBLHOrO YUPEXKICHUS HE MOKHBI MMETh BO3MOXKHOCTh TMOJYYEHHS JOCTyna K
KOH(UTYpaIK aHTUBUPYCHOTO CPEACTBA 3AITUTHI MU €T0 OTKITFOYCHHUS.

5.13. KoHTpOJIb 3aIMIII€eHHOCTH MEePCOHAIBHBIX JAHHBIX

5.13.1. B mensix UCKIIOYEHHS OHKCIUTyaTallid YSI3BHUMOCTEH MPOrpaMMHOrO 0OecredeHus
JIOJDKHBI TIPOBOJAUTCSL Pa0OTHl 1O BBISBJICHUIO, AHAIU3Y YA3BHUMOCTEH HH(OPMAIIMOHHON
CHCTEMBl W OIIEPAaTHBHOE YCTPAaHCHWE BHOBb BBIABICHHBIX YSI3BUMOCTEH. B ToM wmcne
OpraHM3aIysl KOHTPOJIS YCTAHOBKH OOHOBIICHHS ITPOTPAMMHOT0 00ECIICUCHHS BKITIOYAsi CPEJICTB
3aIUThl HHOPMAITUH.

5.14. Ucnosib30BaHHeE MPOrPaMMHOI0 o0ecriedeHust

5.14.1. Bei6op mporpaMMHOro odecreueHust sl MPOU3BOJACTBEHHBIX HYX OOpa3oBaTeIbHOTO
YUPEKICHUS TOJDKEH MPOU3BOAUTHLCS B TIPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOTO B EUHBIN
peecTp pOCCI/IﬁCKHX nporpamMm Ijid 3JICKTPOHHBIX BBIYHUCIWUTCIBHBIX MAalllUH U 633 JAaHHBIX. B
cllydae OTCYTCTBHS aHajiora B EJWHOM peecTpe POCCHHCKHX TPOrpaMM JUIS DJICKTPOHHBIX
BBIUMCIUTEIFHBIX MAIlMH ¥ 0a3 JaHHBIX JIOIYCKAeTCs KCIOJIb30BaTh MPOrPAMMHOIO
obecriedeHrne UMITOPTHOTO MPOU3BO/ICTBA.

5.15. Ucnosib30BaHue CPeICTB KpUNTOrpaguueckoi 3auThl HHGopMaun

5.15.1. Ob6ecneuenne 3ammThl MHGOPMAIIMKM OTPAHUYCHHOTO JIOCTYNa OT PACKPBITHS,
MoavduKanuy ¥ HaBs3bIBAaHUS (BBOJA JIOKHON MHGOpPMAIUNN) MpHU ee mepeaaye (MOArOTOBKE K
mnepenave) MO KaHAJlaM CBSI3M, WMEIONIMM BBIXOJ 3a TpEIeibl KOHTPOIUPYEMOH 30HBI
o0ecreuynBaeTcs MPUMEHEHHEM CPEJICTB KPUNTOrPaUISCKOM 3auThl HHPOPMAIIUHU.

5.15.2. Tlpuobperenue cpeacTB KpuNTOrpapuIecKon 3ammThl HHPOPMAIMA 00pa30BaTEILHOTO
YUPEXIEHUS OCYIIECTBIIACTCSI HA OCHOBAHUHU JOI'OBOPOB M KOHTPAKTOB C JIMIIAMU UMEIOIIUMHU
nevicteyronyro smmnen3nio @CB Poccum Ha ocymiecTBiIeHHE NEATSIBHOCTH 1O pa3padoTKe,
MPOU3BOJACTBY,  PACHpOCTpPaHEHUI0  MHUMPOBAIBHBIX  (KpUOTOrpadUUIecKUx)  CPEICTB,
WH(POPMALIMOHHBIX  CHUCTEM U  TEICKOMMYHHMKAIIMOHHBIX  CHUCTE€M,  3aIIMIICHHBIX C
WCTONB30BaHUEM IMHU(POBATBHBIX (KPUNTOrpapUUECcKUX) CPENICTB, BBHINOIHEHHIO pPadoT,
OKa3aHUIO0 yciIyr B oOmactu mupoBaHus HHPOPMAIUU, TEXHUYECKOMY OOCITYKHBAHUIO
I POBATBHBIX (kpunrorpapuUecKux) CpPEICTB, UHOOPMAIIMOHHBIX ~ CHCTEM U
TEIEKOMMYHHKAIIMOHHBIX ~ CHUCTEM, 3allMIICHHBIX C HCIOJb30BaHHEM  IIH(POBATBHBIX
(kpunTorpaduyecKknx) CpeACTB (32 MCKIIOYEHUEM CIIydas, €CIM TEXHUYECKOE OOCIyKHMBaHUE
G POBATBHBIX (xpunrtorpapu4ecKux) CpPEICTB, HH(OpPMAIMOHHBIX CUCTEM
U TEJIEeKOMMYHUKAIMOHHBIX CHCTEM, 3alllMIICHHBIX C HCIOJIb30BaHUEM IIU(POBATBHBIX
(kpunrorpagu4ecknux) CpEeACTB, OCYLIECTBISIETCA MJisi OOecreyeHUs COOCTBEHHBIX HYX]
IOPUINYECKOT O JIMIA WM WHAWBUYAIIbHOTO IPEIIPUHUMATEIS).

5.15.3. B wmensx opraHuzanuu M oOecledeHuu MepeAadd MHQGOpMaluu IO KaHalaM CBS3H
C HMCIIOJIB30BAHUEM CPEACTB KPUITOTrpapUUECKON 3alIuThl HH(POPMAINH, a TAKKE BHITOTHEHHS
auneH3uoHHbIX TpeboBanuit ®CBb Poccunm B 00pazoBaTeNbHOM YUpEXKAECHUU JIOIKEH OBITh
CO3J1aH OpraH KpUNTorpagpuueckon 3amuThl.
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5.15.4. TlopranbHble peIIeHUsT 00pa30BATEIBHOTO YYPEXKICHHUS C BO3MOXKHOCTBIO JIOCTyMa C
ceTell OO0IIero TOJB30BaHUS JODKHBI B TIPHOPUTETE pa3pabaThiBaTbCs € OpraHU3aIueit
3aIUIIEHHOTO KaHajla mocpeIcTBOM IpoTokona TLS ¢ momaepskkoit anroputmoB ['OCT 34.10.

5.16. Ucnosib30BaHue JIEKTPOHHOI MOYTHI

5.16.1. DnekTpoHHAs MOYTA JTOJKHA MUCTIONB30BATHCS B 00Pa30BATEIIBHOM YUPESKICHUH C LETBIO
OpraHu3alry OOMEHa JJEKTPOHHBIMU COOOIICHUSMU MEXAY paOOTHUKAMH W CyOBEKTaMH
MH(POPMALMOHHON 0€30M1aCHOCTH.

5.16.2. IIpu HCTIONB30BaHUH SJIEKTPOHHOM MOYTHI 3aIPEIIAeTCs:
= oOmeH wuH(popmanuend s CIY)KeOHOTO IONB30BaHUS, a Takke HWHPOpPMAIUeH
OrPaHWYEHHOT O JJOCTYIIA;
* MpeAOCTaBICHUE JOCTYNa K 3JEKTPOHHOM MOYTe C MCHOIb30BAHUEM JAHHBIX CBOEH
YUYETHOM 3aICH TPETHUM JINLIAM;
* myOJuKamys CBOETO CIy)KeOHOro ajapeca 53JEKTPOHHON TOYTHI B AIIEKTPOHHBIX
KaTajorax, Ha MOHWCKOBBIX MaIIMHAX W JAPYrHX pecypcax cetu MHTepHeT B 1ensx, He
CBSI3aHHBIX C HCIIOTHEHHEM CBOUX JOKHOCTHBIX 00sI3aHHOCTEH;
* TOANMCKA IO AJIEKTPOHHOW ITOYTE HAa PA3IUYHBIE PEKIAMHBIE MaTEepHalIbl, JHCTHI
PACCBUIKH, FIEKTPOHHBIE )KYPHAIIbI U T.JI., HE CB3aHHBIE C BBHIIIOJIHEHUEM I10JIb30BaTENIEM
JIOJDKHOCTHBIX 00SI3aHHOCTEH;
* OTKpBITHE (3aITyCK Ha BBITIOJHEHHUE) (hailJIOB, MOTYYCHHBIX IO AJIEKTPOHHOW TOYTE
WM U3 pecypcoB cetu VHTepHeT, 0e3 mpeaBapuTeIbHON NMPOBEPKU WX aHTUBHPYCHBIM
MIPOrpaMMHBIM 00ECIIEYCHHUEM.

5.17. Padora B ceTdx 00L1ero mojb30BaHUusA

5.17.1. OGpa3oBaTenbHOE YYPEKIECHHUE OCTaBIsET 3a COO0OM TMpaBO OJIOKHPOBATH WIIU
OTrPaHUYUBATH JOCTYN PaOOTHUKAM K CETSIM CBS3U OOIIEro MoJIb30BaHUS, B TOM YHCIE CETH
I/IHTepHeT, COACPIKAHUC KOTOPBIX HE HWMECT OTHOIICHHA K HCIOJHCHUIO ITOJDKHOCTHBIX
00s3aHHOCTEH, a TaKke K HH(POPMAIMOHHBIM pecypcaM, COACpKaHHUE W HAIMPaBICHHOCTH
KOTOPBIX 3alpelICHbI 3aKOHOIaTeIbCcTBOM Poccuiickoit deneparum.

5.17.2. Hudopmamuss o0 IMOCEHIaeMbIX pPAaOOTHUKAMH  O0pa30BaTEIbHOIO  YUPEKACHUS
MHQOPMALIMOHHBIX PECYpPCOB MPOTOKOIMPYETCS JUId TOCIHENYIOUIEro aHalu3a M, IpU
HEOOXOANMOCTH, MOXKET OBITh MPEACTaBICHA PYKOBOIUTEISIM CTPYKTYPHBIX MOJApPA3/CICHUi, a
TaKXXe PYKOBOJUTENIO 00pa30BaTEIbHOI0 YUPEXKICHHS JUIsl KOHTPOJISL.

5.17.3. Ilpu ucnonn3oBanuu cetu MHTEpHET 3ampeiieHo:
* HCIOJIB30BATH JIOCTYII B C€Th VIHTEpHET B JTMYHBIX LIEIISX;
* WCHOJB30BaTh HECAHKIIMOHUPOBAHHBIC MPOTPAMMHBIE W TPOrpaMMHO-alapaTHbIC
CpeACTBa, MO3BOJISIOINE TOTYYUTh HECAHKIIMOHUPOBAHHBIN JOCTYN K ceTH MHTepHeT;
* MyOJIMKOBATh, 3arpy’KaTh U PAaCHpPOCTPAHATH MaTePUANIbI COJIEPIKAIINE HEJJOCTOBEPHYIO
nHpopmaiuio 00 00pa3oBaTeIbLHOM YUPEXKACHHUH, a Takke (anbcudunupoBats csoi IP-

azpec.

5.18. Pe3epBHOE KOMUPOBAHHE H BOCCTAHOBJIEHHE TAHHBIX

5.18.1. OcymecTBiieHUE PE3ePBHOTO KOMHUPOBAHUS IOJDKHO OCYIIECTBIIATHCS JIS:
= uHpopmauuu oOpalaTbiBaeMOM Ha (aiJIOBOM cepBepe M cepBepe NPUIIOKEHUH,
MH(pOPMALIMOHHOM CUCTEMBI,
* paboYHMX MECT AIMUHUCTPATOPOB HHPOPMAITIOHHON CHCTEMBI.

5.18.2. Yacrora u pexxuM pe3epBHOIO0 KOMMPOBAHUS YCTAHABIMBAIOTCS TAaKUM 00pPa30M, YTOOBI
obecreunTh MUHUMAaIbHYIO IIOTEPIO JAHHBIX U ONIEPaTHBHOE BOCCTAaHOBJICHHE.
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5.18.3. Hactpoiika pe3epBHOI0 KOIUPOBAHHUS M BOCCTAHOBJICHHS PECYypCOB HMH(OPMAITMOHHBIX
cucreM OOpa3oBaTENbHOTO YUPEKACHUS TOJDKHBI MPOBOIUTH YIMOTHOMOUYCHHBIE DPaOOTHUKHU
00pa30BaTEIBHOTO YUPEKICHUSI.

5.18.4. PesepBHOE KOMHUPOBAHHUE JIOMKHO OCYIIECTBISATHCS B aBTOMATHYECKOM PEXUME
C MPUMEHEHHEM OTEYECTBEHHOT'O CIICUATM3UPOBAHHOTO CPEJICTBA PE3EPBHOTO KOMHUPOBAHUS
C JCHCTBYIOIIUM CEPTU(DHUKATOM COOTBETCTBHUS MO TPeOOBaHHSAM 0€30MMaCHOCTH HMHQOpMaIUU
OCTIK Poccun.

6. OCHOBHBIE TPEBOBAHUSI
K IIPOIIECCAM YIIPABJIEHUSI THOOPMAIIMOHHOM BE3OINACHOCTBIO

6.1. MOHMTOPHHT HH(OPMALIMOHHOMH 0€30MACHOCTH

6.1.1. Ha mocTossHHOW OCHOBE JIOJKEH IMPOBOANUTHCS KOMIUIEKCHBIN aHAN3 (PYHKIIMOHUPOBAHHS
nH(popManmoHHON cucteMbl (OOpa30BaTENbHOrO YYPEXKICHUS M BO3ZHHUKAIOUIMX COOBITHIA
MH(pOPMALMOHHOM 6e30MacHOCTH.

6.1.2. IIporiecc MOHUTOPUHTA CHCTEMBI OOecTieueHrsI MHPOPMAIMOHHOW 0€30MTaCHOCTH JIOJKEH
BKJIIOYATh B C€0SI KOHTPOJb OPraHU3alMOHHBIX U TEXHUYECKUX Mep MO 3aiuTe uHpopMaIuu,
aHaJM3 TapamMeTpoB KOH(PUTypalluu M HACTPOUKH CPEJCTB 3aIIUTHI HHPOPMAIUH.

6.1.3. [Tpu nmpoBeieHNH KOHTPOIBHBIX MEPOMPHUSATHI, CBA3aHHBIX C OLICHKOW peaTu3aIiii Mep Mo
3amute nHpopMmaruu B O0pa3oBaTeIbHOM YUPEKICHUH, YIIOTHOMOUYECHHBIC PA0OOTHUKH JTOJKHBI
TIPUICPKUBATHCS CIICTYIOIIMX TPHHITUIIOB:
* He HapylaTh GYHKIMOHUPOBaHHE JesTeNbHOCTH OOpa30BaTEIbLHOTO YUPEKACHHUS,
=  JIeliCTBOBaTh B COOTBETCTBHUM C  YTBEPXKICHHBIMH  OpraHU3al[MOHHO-
paciopsiIUTeIbHBIMUA  JIOKyMeHTaMu  OOpa30BaTEeIbHOTO  YUPEKICHUS IO  3alluTe
uHpopmaruu;
* HE CKPBIBATh (DaKTHI BHISIBICHHBIX COOBITUN WH(OPMAIMOHHON 0€30MacHOCTH;
* 0opOpMIISITH OTYETHI, TOITBEPKIAIOIINE BBHIMOJHEHUE MEPONPHITHA IO 3alIUTe
nHpopmaruu.

6.1.4. Wudopmarnus, momydeHHas B XOJC NPOBEACHUS KOHTPOIUPYIOMIUX MEPONPHUSATHIA
0 JIeMCTBUAX, COOBITUAX M MapaMeTpax, UMEIOIINX OTHOUIEHHE K pealn3allid Mep IO 3aluTe
nH(pOpPMaLUK, JOKHA KOHCOIUAUPOBATHCS U XPAHUTHCS B MECTaX, UCKIIOYAIOLINX MOTyYeHUe
K HEW HECAHKIIMOHUPOBAHHOIO TOCTYIIA.

6.1.5. MOHMTOPUHI JaHHBIX O 3apETUCTPUPOBAHHBIX  COOBITUAX  WH(POPMALMOHHOM
0€30MacHOCTH JOJKEH MPOBOAUTHCA, IO BO3MOXKHOCTH, C HCIIOIB30BAHUEM CHCTEMBI
MOHUTOPHHTA WHIMJICHTOB HH(OPMAIIMOHHONH OE30MacHOCTH WJIM BCTPOSHHBIX MEXaHH3MOB
HACTPOWKM M ayAuTa COOBITHH B MPOrPaMMHBIX M HpPOrpaMMHO-aNIapaTHBIX CPEICTBAX,
UCTIOJIb3YEMBIX B HH(POPMALIMOHHOM HHppacTpykType OOpa30BaTeNbHOIO YUPEKACHUS.

6.2. YnpaBieHue puckamMmu

6.2.1. OnpeneneHre BHYTPEHHUX TPEOOBAHUH 110 3amuTe WH(HOPMAITUH, TOJKHBI OCHOBBIBATHCS
Ha pe3ynbTarax MPOBEACHUS aHATN3a PUCKOB HAPYIIIEHHS OCHOBHBIX CBOMCTB 0€30MacCHOCTHU IS
MH(POPMALMOHHBIX pecypcoB OOpa30BaTENbHOI0 YUPEKICHHUS.

6.2.2. OCHOBOI OIIEHKH PHUCKOB JIOJDKHA OBITH OIIEHKA YCJIOBHH M (PaKTOpPOB, KOTOPHIE MOTYT
CTaTh NPUYMHOM HApYIIEHUS IEIOCTHOCTH, KOH()UICHIMANBHOCTH M JIOCTYITHOCTH ISt
nH(popMamoHHbIX pecypcoB OOpa30BaTeIbHOrO YUPEKACHUS.
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6.2.3. Pe3ynbraToM NMpoBeeHNS aHAIN3a PUCKOB JO0JDKEH OBITh pa3pabOTaHHBIA KOMIUIEKC MEp,
HaTPaBJICHHBIX Ha CHIDKEHHE BO3MOXKHOI'O HETaTWBHOTO BIIMSHUS Ha OCHOBHYIO JICSATEILHOCTh
OO0pa30BaTeIbHOTO YYPEKJCHUS MpH pealu3alud TOW WM HMHOM yrpo3bl 0e30MacHOCTH
uHpoOpMaUU W O0ECHEeYMBAIOMIMX B JAJbHEHIIEM JOCTaTOYHBIA YPOBEHb 3aIIUIICHHOCTH
nHpopManmoHHbIX cucteM OOpa3oBaTENbHOIO YUPEKICHUS.

6.3. YnpaBiieHue HHIMIEHTAMH HH(POPMAIMOHHOM 0e301aCHOCTH

6.3.1. Jlns oGecrieuenuss >(QPEKTUBHOrO pa3perieHuss HHIUMIACHTOB HWH(OPMAIOHHOM
6e3omacHoctu B OOpa3oBaTebHOM YUPEKIACHUN, MUHIMH3AIUH TTOTEPh U YMEHBILIEHUS PHCKa
BO3HUKHOBEHUS TTOBTOPHBIX MHITUICHTOB JOJKHO OCYIIECTBIISTHCS yIPABICHUE HHIIHICHTAMH
HH(pOpPMAIMOHHOM 0€301TaCHOCTH.

6.3.2. s ynpaBieHHs WHIUACHTAMHA WH(POPMAIIMOHHOW 0€30MacHOCTH JODKHA OBITH CO3/aHa
cIyk0a MOHHMTOPHHTA M pEarupoBaHMs HA WHIMACHTH WH(OpPMAIMOHHOW O€30MacHOCTH,
KOTOpasi IMOCPEACTBOM KOMIUIEKCA CPEACTB M MEpONpUATHH Uit cOopa M KOHCONUJALUU
nH(pOopMauu 00 MHIMICHTAX peIlacT JaHHYIo 3a/1ady. B OTHOIIEHNN Ka)10T0 MPOU30IIEIIIEro
WHUUJCHTa paOOTHUKaMM U3 CIY>KObl MOHMTOPMHIAa M pEarupoBaHUs Ha WHIUACHTHI
MH(POPMALMOHHOW 0€30MaCHOCTH  JOJDKEH BBIIONHATBCS €ro aHalu3, M pa3paboTka
3¢ (GEKTUBHBIX MEp pearupoBaHus HA JaHHBIM HHIIUICHT.

6.4. AyauT cucTeMbl o0ecnedeHus1 HH(POPMALMOHHOI 0€30MaCHOCTH

6.4.1. B mensx OLEHKH TEKyIero ypoBHs mH(popManmonHoi Oe3omacHoctd OOpa3oBaTeIbHOTO
YUpEKJCHUS Ha PpEryaspHOH OCHOBE [IODKEH NPOBOAWUTHCS AayIUT HH(OPMALMOHHOH
6e30MacHOCTH.

6.4.2. BayrpeHHuUE aymuTHl JODKHBI BBINONHATHCA paboTHukamu  OOpa3oBaTEIbHOTO
yupexaeHus. B uMcino 3amau, pemiaeMbIX OpU  IPOBEICHMM BHYTPEHHUX ayJUTOB
MH(POPMALIMOHHON 0€30MTaCHOCTH, BXOMAT:
= cOOp M aHauu3 HCXOAHBIX JAHHBIX 00 OpPraHU3allMOHHOM M (YHKIMOHAIBHON
CTPYKTYpe MH(OPMAIIMOHHBIX CUCTEM, HEOOXOIMMBIX JUISl OLEHKH COCTOSIHUS CHUCTEMBI
3alUThl HH(GOpPMALINH;
* aHaJIM3 YTBEP)KICHHBIX OPraHMU3aLMOHHO-PACIIOPSAIUTENbHBIX JOKYMEHTOB IO 3alllUTe
UHPOPMAIIMM HAa MpeaMeT UX MOJHOTHI U 3((EeKTUBHOCTH, a Takxke (OPMHPOBAHUE
PEKOMEHIaUH 110 UX 10paboTKe UK pa3padOTKU HOBBIX;
= obocHOBaHME (PHAHCOBON 3(P(HEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEACTB 3alUTHI
uH(pOopMaIy;
* MpOBEpKa IMPAaBHIBHOCTH BHIOOpAa M HACTPOWKH CPEACTB 3alIUTHl HWHGOpMAIHH,
(dbopMHpOBaHWE TIPEITIOKEHUH TIO WCIONB30BAHUI0 HWMEIOIIUXCS CPEICTB  3allUThHI
UHGOPMaIUH Ul TOBBIILIEHHUS YPOBHS HAAEKHOCTH U 0€30MacHOCTH MH(OpMAIIMOHHBIX
cHCTeM 00pa30BaTEIbHOIO YUPEKICHHUS;
* aHaTU3 OTYETOB IO MPOW3OMICAIINM WHIUACHTAM HH(POPMAIMOHHON Oe30macHOCTH
Y IPUHATHIM MEpaM 110 UX pa3peleHHIO.

6.5. IloBbIIIEHHE OCBCIOMJICHHOCTH paﬁoTHI/IKOB

6.5.1. B pamkax opraHm3alui KOMIUIEKCHOTO IPOTHUBOACHCTBHS yrpo3aM Oe30MacHOCTH
nH(popMaIuu, UCXOIAIMIMM OT PaOOTHUKOB 00pa30BaTEIBLHOIO YUPEKIEHUS JAO0JKHA TTOCTOSIHHO
MOBBIIIATHCS KX OCBEIOMJICHHOCTb B 00JIACTH 3alIUThl HHPOpMAIUH.

6.5.2. lloBblmeHWEe  OCBEJIOMIIEHHOCTH  PaOOTHUKOB  00pa3oOBATENBHOTO  yUPEXKICHUS
OCYIIECTBIISETCA:
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* 0 CYIIECTBYIOIIUM B  00pa3oBaTeIbHOM  YUPEXKAECHUHM  OpPraHU3alMOHHO-
pacrnopsiAUTEIbHBIM JOKYMEHTaM;

* [10 IPUMEHSAEMbIM B 00pa30BaTEIbHOM YUPEKICHUN MepaM 3alluThl HH(pOpMaIuy;

* [10 IPABUIILHOMY UCIIOJIb30BAHUIO CPEJICTB 3AIIUTHI HH(POPMALIUH.

7. SAK/IIOYUTEJIBHBIE TOJIOKEHUSA

7.1. Ilpu u3MeHEeHHHM IEHCTBYIOIIEro 3aKOHOJATeNbCTBAa Poccmiickoit deneparuu B 00acTu
3aUThl  MHQOPMAIMHM, a TaKkkKe  OpPraHU3allMOHHO-PACTIOPSIUTENBHBIX  JOKYMEHTOB
OO6pazoBatenbHOro yupexaeHus Hacrosmas [lomuThka M M3MEHEHUsT K HEW NMPUMEHSIIOTCS B
4acTH, HE MPOTHBOpEYAINCH BHOBb MPUHITHIM 3aKOHOAATEILHBIM U MHBIM HOPMAaTHBHBIM aKTaM,
a TaKKe BHYTPEHHUM JIOKYMEHTaM 00pa30BaTEIbHOTO YUPEKICHHUS.

7.2. Bce TpeOoBaHMs, YCTAaHOBJICHHBIC JIEHCTBYIOIIUM 3aKOHOJATEIBCTBOM Poccuiickoit
@denepanuy, MOA3aKOHHBIMH aKTaMH W JOTOBOPHBIMH OTHOIIEHUSIMH, a TaKXe TMOAXO0J
00pa30BaTEIBLHOrO YUPEXKACHUS K OOCCIICYCHUIO COOTBETCTBHUS ITHM TPEOOBAHUSAM JIOJIKHBI
6I)ITB OHpeHeHCHBI, JIOKYMGHTI/IPOBaHBI nu HOHHep)KI/IBaTBCSI B aKTyaJ'H)HOM COCTOAHUU.

7.3. OOpa3zoBaTenbHOE YYpPEXKJICHHE B MPHOPUTETHOM HANpaBJICHUHU JIODKHO paccMaTpUBaTh
[epexo] Ha MPOrpaMMHOE OOECIIEYEHUE OTEUECTBEHHOIO IMPOU3BOAUTEINS, BKJIFOUYEHHOIO B
€IMHBI PEecTp POCCUMCKUX MPOrpaMM sl 3JEKTPOHHBIX BBIUMCIUTENBHBIX MallMH U 0a3
JAHHBIX. B TOM 4mcIie mo yacTu cepBepHOro, KOMMYTAIIHOHHOTO 000PYAOBaHUS U IPOrPaAMMHO-
anmapaTHbIX CpPEACTB, BKIIOYEHHBIX B EJUHBIN peecTp pPOCCHHUCKOW paauOdJIEKTPOHHON

MIPOIYKIIHH.

7.4. TlepecMOTp ¥ BHECEHHE U3MEHEHHUH B HacToAlyl0 [lOMUTHKY OCYIIECTBIISIOTCA
Ha TIEPUOJUYECKON ¥ BHEIJIAHOBOW OCHOBE, O(OpMIISIOTCS B TNHChbMEHHOW (Qopme B
COOTBETCTBHUU C YCTAHOBJIEHHBIM MOPSIKOM.
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8. CIIMCOK UCIIOJIb30BAHHBIX HCTOYHUKOB

1. ®denepanbHbIil 3aKOH OT 27.07.2006 No 149-®3 «OO6 wunHbpopMmanyH,
MH(}OPMAITMOHHBIX TEXHOJIOTHSIX U O 3alUTe HHPOPMAITUI.

2. ®enepanbhbiit 3ak0oH 0T 06.04.2011 Ne 63-D3 «O06 37a€KTpOHHON MTOATTHCH.

3. TocranoBnenme IlpaButenbcrBa Poccmiickoit ®Depepamuu ot 16.04.2012 Ne 313
«O6 yrBepxaeHun IlomokeHHst O JIMIEH3UPOBAHMU JAEATEIIBHOCTH IO  pa3paboTke,
MPOM3BOJACTBY,  PAaCHPOCTPAHEHUIO  MHM(PPOBATBHBIX  (KpUNTOrpaMuecKux)  CpeiCTB,
WHPOPMALIMOHHBIX ~ CHUCTEM W  TENEKOMMYHHKAIIMOHHBIX  CHUCTE€M, 3allMIICHHBIX  C
WCIIONIB30BaHUEM MHUMPOBAIBHBIX (KpUNTOrpaduuecKnx) CpeACTB, BBINOJIHEHUIO pPadoT,
OKa3aHMIO YCIYyr B oOyacTv MMUGPOBAaHUS HHPOPMALUU, TEXHHUYECKOMY OOCITY>KUBAHHUIO
i (poBaTbHBIX (kpunTorpaguUECcKuX) CPEACTB, UH(QOPMAIMOHHBIX ~ CHUCTEM U
TEJIEKOMMYHHMKAIIMOHHBIX ~ CHUCTEM, 3allUIIEHHBIX C  MHCIOJIb30BAHMEM  IIU(POBAIBHBIX
(xpunTorpadMuecKnux) CpeACTB (32 UCKIIOUEHUEM Cllydasi, ecld TeXHMYECKoe OOCIyKMBaHUE
i (poBaTbHBIX (xpunTorpaguuecKux) CpPEICTB, UH(POPMAIIMOHHBIX CUCTEM
U TEIeKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIICHHBIX C HCIIOIb30BaHUEM INH(POBATBHBIX
(xpunTorpadMUecKnux) CpeICTB, OCYLIECTBISETCA JUIsl oOecredeHuss COOCTBEHHBIX HYX[
IOPUINYECKOT0 JIMIA WK UHAWBUYAIbHOTO IPEAIPUHUMATEIIS).

4. Tlocranosnenune IlpaButensctBa Poccuiickoit ®eneparun ot 01.11.2012 Ne 1119
«O6 yTBepkaeHMM TpeOOBaHUII K 3alIUTe IEPCOHAJIBHBIX JaHHBIX NP HX 00paboTke
B MH(POPMAITMOHHBIX CHCTEMaX IePCOHATBHBIX JAHHBIXY.

5. Ilpukaz @AIICHU or 13.06.2001 Ne 152 «O6 yrBepxaenun MHCTpyKIuu
00 opraHuzanuu U obecrieueHUH 0e30MaCHOCTU XpaHEHUs, 00pabOTKU U Mepeaayu Mo KaHaiam
CBSI3H C MCIOJIB30BAHUEM CPEJCTB KPUMNTOrpadHUECKOM 3aUThl HH)OPMAIH ¢ OTPaHHYSHHBIM
JOCTYIIOM, HE coAepKallieil CBeJIeHU, COCTABIISIOIIMX TOCYIapCTBEHHYIO TalHy».

6. IIpukaz ®OCBb Poccum ot 09.02.2005 Ne 66 «O6 yrBepxkacHuu IlonokeHus
0  pa3paboTKe,  TNPOU3BOACTBE,  pealM3aldd M  OSKCIUTyaTalud  IU(POBAIBHBIX
(xpunTorpadpudecknx) cpeacts 3ammThl nHpopmanuu (ITonoxenue ITK3-2005)».

7. Tlpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «OO06 yrBepkaeHHM TpeOOBaHUI O 3aluTe
nH(OpMAaLK, HE COCTABIISIONICH TOCYIAPCTBEHHYIO TallHY, COJACpIKalleics B IOCYAapCTBEHHBIX
MH(POPMALMOHHBIX CUCTEMAX).

8. Ilpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «OO0 yTBEp» IEHUU COCTaBa M COACPIKAHUS
OpPTraHU3alMOHHBIX U TEXHUYECKHUX MEp MO 00ecredeHHI0 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX
pu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTaHHBIX).

9. Ilpukaz ®CBH Poccum ot 10.07.2014 Ne 378 «O6 yrBepxnenuun CocraBa W COICp)KaHUS
OpPTraHU3AIMOHHBIX U TEXHHYECKUX MEp MO 00ecrneueHnIo 0e30MacHOCTH MEePCOHATBHBIX JAHHBIX
pu uX 00paboTke B MH(DOPMALMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX C HUCIOIB30BAHUEM
CpeACTB KpunTorpadpuyecko 3amuThl HHQOpMaLUKM, HEOOXOJUMBIX JJs BBINOJIHEHUS
ycraHoBJIeHHBIX  [IpaButensctBOM  Poccmiickoit  ®Dexepanuu  TpeOOBaHWM K  3aIlIUTe
MEPCOHATIbHBIX TAHHBIX
JUIS K&KJI0T0 U3 YPOBHEH 3alUIIIEHHOCTI.

10. TOCT P 51624-2000 «3ammra wuHbOpMaIUU. ABTOMATU3UPOBAHHBIE CHCTEMBI
B 3alUIIIEHHOM HcroHeHuu. Ooume TpeOoBaHus .

11. TOCT P 51898-2002 «Acnekts! 6e30nacHocTu. [IpaBuiia BKIIFOUEHHS B CTAaHIAPThI».
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12. TOCT P 50.1.056-2005 «Texnuveckas 3ammrta WHQOpMarmu. OCHOBHBIE TEPMHHBI H
ONpe/ICICHUS.

13. TOCT P UCO/MBK 27001-2006 «1udpopmammonHas TEXHOIOTUs. METOIBI M CPEICTBA
6e3onacHocTr. CUCTEMBbI MEHEDKMEHTa WH(OpMAIIMOHHOM Oe3omacHocTH. TpeOoBaHUs.

14. TOCT P 50922-2006 «3amuta undopmaruu. OCHOBHBIE TEPMUHBI U OITPEACIICHUS.

15. TOCT P 51275-2006 «3amuta wunpopmanuu. OObekT uHPoOpMaTH3anuu. DaxkTopsI,
BO3/CHicTBYIONME Ha MH(DOopMaruto. OOIIHE MOTOKESHUS.

16. TOCT P HCO/MBK TO 13335-5-2006 «MHupopmanmoHHas TexHOIOrus. MeTosl
U cpencTBa obecrieueHus: o6ezonacHocT. YacTts 5. PykoBoCcTBO 110 MEHEKMEHTY 0€301MacHOCTH
CEeTH.

17. I'octT P HCO/TO 13569-2007 «DunaHcoBEBIE YCIIYTH. Pexomenmanuu
10 UH(pOPMALIMOHHOW 0€30aCHOCTH.

18. TOCT P UCO/M3K 27005-2010 «MupopmanroHHas TEXHOIOTHsA. MeToabl M CpelcTBa
oOecrieueHust 6€30MacHOCTH. MEeHEeHKMEHT prucka HHGOPMAITMOHHON 0€30macCHOCTH.

19. TOCT P UCO/M3BK 27004-2021 «1udopmamnnonHas TexXHOJIOrus. METOIbl M CpeICcTBa
obecrnieueHusi Oe3omacHocTH. MeHemKMeHT HHQOpMalMOHHONW Oe30macHOCTH. MOHUTOPUHT,
OLIEHKA 3aIlUIIEHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20.TOCT P 51897-2021 «MeHemxkMeHT pucka. TepMUHBI B OIIPEICIICHUS .

21. TOCT P 52069.0-2013 «3amurta wuHpopmanuu. Cucrema crannaptoB. OCHOBHbIE
TIOJIO’KEHUS.

22. Konunenuust "HPOPMAIIMOHHON OE€30MaCHOCTH HCIIONHUTEIBHBIX OPTaHOB TOCYIapCTBEHHOM
Bnactu Cankrt-IlerepOypra ot 20.02.2023.

[IOKYMEHT NOAMWUCAH 3MEKTPOHHOI NOAMMUCHIO
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YUYPEXXAEHUE JETCKUN CA} N2 72 MPUMOPCKOIo PAMOHA
CAHKT-METEPBYPIA, YypcvHa Jlio6oBb HukonaesHa, 3aBeaytowmin




